ISSN 2072-8964

MH®OPMAIIVMOHHBIE
CUCTEMBI M TEXHOJIOTUU

HAY YH O -TEXHMTUYEC CIKMUUMU KK YV P H A J

5 (145) 2024



Hay4Ho-TeXHUYeCKMH KYPHAJ

HNupopmanuoHHbIe CHCTEMBI
U T€XHOJIOTHUH

N? 5(145) 2024
N3paeTtca ¢ 2002 roaa. BeixoauT 6 pas B roa.
Yupeautenb - deaepanbHoe rocyaapcrBeHHoe 6loaxeTHoe obpasoBaTenibHOe yuypexaeHue
Bbicllero o6pasoBaHusi «OpnoBCKMIA FroCyAapCTBEHHbIN YHUuBepcuteT uMeHn U.C. TypreHesa»
(Ory nmenm WU.C. TypreHesa)

FnaBHbin pepaktop - KoHctaHTMHOB Wropb CepreeBud, [JOKTOp
TEXHUYECKMX HayK, npodeccop, 3ac/yXeHHbl aeatenb Hayku PO,
noyeTHbI paboTHUK Bbicwero npodeccnoHanbHoro obpasosaHus PO,
BenropoAckuii  rocyAapCTBEHHbIA HaLMOHANbHBLIN MCCNefoBaTeNbCKUIA
yHusepcuteT (Benropoa)

PepakumoHHas konnerus

3aM. rnaBHoro pepaktopa - KocbkvH AnekcaHap BacunbeBud, AoKTOp
TEXHUYECKUX HayK, Npodeccop, 3ac/yXeHHbl paboTHMK BbICLUEN LIKOSbI
P®, noyeTHbI paboTHMK BbiCLiero npodeccnoHanbHoro obpasosaHus PO,
OpnoBckuin rocyaapcTBeHHbI yHMBepcuTeT uMm. U.C. TypreHesa (Open)

ABepyeHkoB BrnaguMup MWBaHOBUY - [OKTOP TEXHWUYECKMX HayK,
npodeccop, 3acnyXeHHbl AesTenb Hayku P®, no4yeTHbii paboTHMK
BbICLLErO npodeccMoHanbHoOro obpa3oBaHus PO, BpsiHckuin
roCcyfapCTBEHHbIN TeXHMYeCcKuii yHusepcutet (BpsHck)

EpemMenHko Bnagummp TapacoBuy - [OKTOp TEXHWUYECKUX

npodeccop, OPNOBCKMIN TroCyAapCTBEHHbIA YHUBEPCUTET WM.
TypreHesa (Open)

MBaHHUKOB AnekcaHap AOMWUTPUEBUY - [OKTOP TEXHUYECKUX Hayk,
npodeccop, rNaBHbI  HAy4YHbI  COTPYAHWK, naypeat MNpemMun
MpaButensctea P® B obnactn obpasosaHus 3a 1998 n 2008 rr., ®reYH
MHCcTUTYT npobnem npoekTMpoBaHMa B MUKpo3anekTpoHmke PAH (Mocksa)
Ky3suuknH Oner Pygonb$oBuUY — AOKTOP TEXHUYECKUX HayK, npodeccop,
noyeTHbIW paboTHMK BbiCWero npodeccMoHanbHOro obpasoBaHus PO,
Benropoackuii rocyAapCTBEHHbI HaUMOHaNbHbIA  UCCNefoBaTeNbCKUA
yHuBepcuTeT (Benropos)

MoamacTepbeB KOHCTaHTUH BaneHTUHOBUMY — AOKTOP TEXHUYECKUX HayK,
npodeccop, 3acnyXeHHbIt paboTHMK BbiCWeN WKoAbl P®, no4yeTHbIN
paboTHWK BbiCWero npodeccnoHanbHoro obpasoBaHus P®, Mno4veTHbIN
paboTHUK Haykm u TexHukn PO, OpnoBCckuin rocynapCTBEHHbIN
yHuBepcuTeT uM. U.C. TypreHesa (Open)

Monkos Opuit CONOMOHOBUY — AOKTOP TEXHMYECKUX Hayk, npodeccop,
akagemuk PAH 3acnyxXeHHbIn gestenb Haykn PO, WHCTUTYT cuctemMHoro
aHanusa ®UL NY PAH (Mocksa)

Pakos Bnaaumup MBaHOBMY - OOKTOp TEXHUYECKUX HayK, mpodeccop,
OpnoBCKUi rocyAapcTBeHHbIn yHusepcuteT um. U.C. TypreHesa (Open)

CokosnoB Uropb AHaTo/IbEBUY — AOKTOP TEXHWYECKUX HayK, npodeccop,
akagemuk PAH, naypeaT npemuu MNpasutenbctBa PO B 0651aCcT Hayku n
TexXHUKkn, WHCTUTYT npuknagHoh wHdopmatukn PAH, BMK MIY wum.
NomoHocosa (Mocksa), ®UL NY PAH (Mocksa)

CaBuHa Onbra AnekcaHApOBHa - [JOKTOP 3KOHOMWYECKMX

npodeccop, OPNOBCKMIN TrOCYyAapCTBEHHbIA YHUBEPCUTET WM.
TypreHesa (Open)

Hayk,
n.c.

Hayk,
n.c.

Py6pukn HoMepa

1. MaTemaTUyecKoe U KOMMNbIOTEPHOE

MoaenupoBaHue ..5-43

2. WHPOpMaUMOHHbIE TEXHOMOMMU
B COLMANIbHO-3KOHOMMNYECKMX
M OpraHn3auNOHHO-TEXHUYECKUX
cucremax ...

3. Maremarnuyeckoe U nporpaMMHoe obecneueHune
BbIYMUCITUTENBHOI TEXHUKU U
aBTOMaTU3UPOBAHHbLIX CUCTEM........cceeerrenrnes 75-108

4, TenekoMMYHUKaLMOHHbIE CUCTEMBI U
KOMIMBIOTEPHDBIE CETM..cviceiririrsninsrersmesmesssenas 109-116

5. WHdopMaumnoHHasa 6e3onacHOCTb U 3awWwuTa
MHPOPMALMM. ....coverererreerererersennessesssnnessennenns 117-134

MNepeueHb cneunansHocTel BAK
2.2.8. MeTtoabl M npubopbl KOHTPOAS W  AMArHOCTUKWU
MaTepuanos, UW34envi, BeLWeCTB W MNpUPOAHON cpeabl
(TexHuyeckne Haykn)
2.2.15. Cuctembl, ceTM W YCTPONCTBA TENEKOMMYHMKaLMA
(TexHuyeckne Haykm)
2.3.1. CucTeMHbIi aHanus, ynpasfieHne u
MHdOpMaLnKN (TEXHUYECKNE HayKn)
2.3.3. ABTOMaTus3auuMsi W YynpaBfieHNE TEeXHONOrMYeCcKNMMmn
npowueccammn 1 Npon3BOACTBAMU (TEXHUYECKNE HAyKW)
2.3.4. YnpaBneHve B  OpPraHM3auMOHHbIX  CUCTEMax
(TexHuyeckne Haykn)

obpaboTka

Pegakums
@®egoposa Haranbsa lOpbesHa
MutuH AnekcaHap AleKkcaHapoBmny

ChaHo B Habop 11.11.2024 r.
lMogrincaHo B neqyars 15.11.2024 r.
Aara Bbixoga B ceeT 29.11.24 r.
Q@opmart 70x108 / 16
Yen. ney. 1. 7,5. Tupax 300 5k3. LjeHa ceobogHas
3akasz N? 284
OTr1e4araHo ¢ rotoBoro OpUrMHaI-MaKkeTa Ha rnoanrpagpuyeckor 6ase
OrBOY BO «OrY umernun U.C. TypreHesa»,
302026, r. Opesn, yn1. Komcomosibckas, 95
lognvcHou nHgexkc 15998 no ob6bLequHEHHOMY KaTasaory
«[lpecca Poccumn»
Ha cavitax www.pressa-rf.ru, www.akc.ru

Adpec usgaresnsa xypHasaa
302026, Oprnosckas obnacre r. Opes,
yn. Komcomosnbckas, 95
+7(4862) 75-13-18 www.oreluniver.ru
E-mail: info@oreluniver.ru

ec pegaxkuymn

302020, Opnosckas obaacte, r. Oper,
Hayropckoe wocce, 40
+7(4862) 43-49-56
www. https.//oreluniver.ru/science/journal/isit
E-mail: Fedorovanat57@mail.ru

Matepumasibl cTaTtesi neq4ararTcs B aBTOPCKOV peqaKymm.
[IpaBo MCro/Ib30BaHNA IPOU3BEAEHMI [IPEJOCTAB/IEHO aBTOPaMu Ha
ocHoBaHmm .2 ct. 1286 HYerseprosi vactu K PQ®.

3aperucrpupoBaHo B ®e[epasibHoi cyxbe rno Hag3opy B
cppepe cBs3u, MHPOPMALMOHHBIX TEXHOSIOMMI U MaCCOBbIX
KOMMYHUKALMIA.

CBUAETENILCTBO O PErNCTPaLmMmn CPELACTBA MACCOBOM
uH@opmayun NN N°@C 77-67168 ot 16.09.2016 r.

XypHan BxoauT B [lepeyeHb BeAyLUX PeLEH3UPYEMbIX Hay4HbIX
)XKYPHaNoB U u3aaHuii, onpeseneHHelx BAK ans nybnukauumn TpyaoB Ha
COUCKaHWe y4eHblX CTeneHel KaHaMAATOB U JOKTOPOB HayK.

© Ory uvmenu U.C. TypreHesa, 2024


http://www.akc.ru/

Scientific and technical journal

Information Systems
and Technologies

N2 5(145) 2024
The journal is published since 2002, leaves six times a year
The founder - Orel State University named after 1.S. Turgenev

Editor-in-chief - Konstantinov Igor Sergeevich, doctor of engineering
sciences, professor, honored scientist of the Russian Federation, honorary
worker of higher professional education of the Russian Federation,
Belgorod state national research university (Belgorod)

Edijtorial board

Deputy Editor-in-Chief - Koskin Alexander Vasilyevich, doctor of
engineering sciences, professor, honored worker of higher education of
the Russian Federation, honorary worker of higher professional education
of the Russian Federation, Orel state university named after I.S. Turgenev
(Orel)

Averchenkov Vladimir Ivanovich - doctor of engineering sciences,
professor, honored scientist of the Russian Federation, honorary worker
of higher professional education of the Russian Federation, Bryansk state
technical university (Bryansk)

Eremenko Vladimir Tarasovich - doctor of engineering sciences,
professor, Orel state university named after I.S. Turgenev (Orel)
Ivannikov Alexander Dmitrievich - doctor of engineering sciences,
professor, chief researcher, laureate of the Government of the Russian
Federation in the field of education for 1998 and 2008, Institute of design
problems in microelectronics of the Russian Academy of Sciences
(Moscow)

Kuzichkin Oleg Rudolfovich - doctor of engineering sciences, professor,
honorary worker of higher professional education of the Russian
Federation, Belgorod state national research university (Belgorod)
Podmasteriev Konstantin Valentinovich — doctor of engineering sciences,
professor, honored worker of higher education of the Russian Federation,
honorary worker of higher professional education of the Russian
Federation, honorary worker of science and technology of the Russian
Federation, Orel state university named after I.S. Turgenev (Orel)
Popkov Yuri Solomonovich - doctor of engineering sciences, professor,
academician of the Russian Academy of Sciences, honored scientist of the
Russian Federation, Institute of system analysis of the FIT IU RAS
Rakov Vladimir Ivanovich - doctor of engineering sciences, professor,
Orel state university named after I.S. Turgenev (Orel)

Sokolov Igor Anatolyevich - doctor of engineering sciences, professor,
academician of the Russian Academy of Sciences, laureate of the Russian
Government Prize in Science and Technology, Institute of Applied
Informatics of the Russian Academy of Sciences, Lomonosov Moscow
State University (Moscow), FITZ IU RAS (Moscow)

Savina Olga Aleksandrovna — doctor of economics, professor, Orel state
university named after I.S. Turgenev (Orel)

In this number

1. Mathematical and computer
simulation

2. Information technologies in social and economic
and organizational-technical

SYSEEMS....ciiii i ccerr e s s s 44-74
3. Software of the computer facilities and the
automated systems........ccceevvvrvrrnrnnn e 75-108
4, Telecommunication systems and computer
NEEWOIKS......ccrr s 109-116
5. Information and data security.........cccvurunen. 117-134

List of specialties of the Higher Attestation Commission
2.2.8. Methods and devices for monitoring and diagnostics of

materials, products, substances and the natural environment
(engineering | sciences)

2.2.15. Telecommunication systems, networks and devices
(engineering | sciences)

2.3.1. System analysis, management and
processing (engineering sciences)

2.3.3. Automation and control of technological processes and
productions (engineering sciences)

2.3.4. Management in organizational systems (engineering
sciences)

information

The editors
Fedorova Natalia Yurievna
Mitin Alexander Alexandrovich

It is sent to the printer’s on 11.11.2024
15.11.2024 is put to bed
Date of publication 29.11.24
Format 70x108 / 16
Convent. printer's sheets 7,5. Circulation 300 copies
Free price
The order N? 284
It is printed from a ready dummy layout
on polygraphic base of Orel State University

302026, Orel, Komsomolskaya street, 95

Index on the catalogue

«Pressa Rossii» 15998

www.pressa-rf.ru and www.akc.ru

The materials of the articles are printed in the author's edition.

The right to use the works is granted by the authors on the basis of clause
2 of Article 1286 of the Fourth Part of the Civil Code of the Russian
Federation.

The address of the publisher of journal

302026, Orel region, Orel,
Komsomolskaya street, 95
(4862) 75-13-18; www.oreluniver.ru;
E-mail: info@oreluniver.ru

The address of the editorial office

302020, Orel region, Orel, Highway Naugorskoe, 40
(4862) 43-49-56,
www. https.//oreluniver.ru/science/journal/isit;
E-mail: Fedorovanat57@mail.ru

Journal is included into the list of the Higher Attestation Commission for
publishing the results of theses for competition the academic degrees.

Journal is registered in Federal Service for Supervision in the
Sphere of Telecom, Information Technologies and Mass
Communications.

The certificate of registration
[ N°@C 77-67168 ot 16 ceHTs6ps 2016 r.

© Orel State University, 2024



COJEPKXAHUE
MATEMATHYECKOE U KOMIIBIOTEPHOE MOJEJINPOBAHUE

C.C. AJINEBA, I'.3. BAHPAMOB

MHoro¢aKkTopHBII HHPOPMAITMOHHBIH METOI O0HAPYIKEHHSI BOSTOPAHHUS B JIECY -« e neetettteneataneeneaneneniiieanneninens 5-11
C.JI. BAFAPUHOB, E.B. BYP/[AHOBA, B.B. PYMBELIT, /[.B. YEJIX{JTUHOB
[MocnemoBaTeNbEHOCTH CO CBEPXOCOOBIMHU CTPYKTYPHBIMHI CBOTCTBAMEL. .. .. v seeesensenesensensaneneeneaneneenennenans 12-17

I'.C. BACHJIBEB, O.A. UBALIVK, O.P. KY3UYKUH, I H. CYPKUK
CriexTpaiibHasi METOJIUKa MJICHTU(DUKAILIMHA TEPMOAJIEKTPHYECKUX 3JIEeMEHTOB [lenbThe Ha OCHOBE KyCOYHO-JIMHEHHOM

N0 00 T0) 06270 164712 Pt 18-26
E.A. BOJIKOBA
MeTox mpOoTHO3UPOBAHMUS KOJIOTHIECKUX H METEOPOIOTHUECKUX TApAMETPOB aTMOC(PEPHOTO BO3AYXA ... e.n..... 27-34

A.B. ®EJJOPOB, A.B. LLIUPLIINH
CpaBHEHHE aNropUTMOB KIACCU(HKAIMK IOJIMMEPHBIX KOMIO3MLIHOHHBIX MAaTepHaloB Ha OCHOBE TEKCTYPHOTO
aHaIN3a TaHHBIX PEHTTCHOBCKON KOMITBIOTEPHOM TOMOTPAMII ... ... .e ettt et et eaeeie et ateaeeaete e eteneeneanaas 35-43

NH®OPMAINMOHHBIE TEXHOJIOT'MU B COIUAJIBHO-O9KOHOMMNYECKHUX
N OPTAHM3AIIMOHHO-TEXHUYECKUX CUCTEMAX

B.B. MYPOMIJEB
OnuH U3 TOAXO00B K pa3pabOTKe MPOTOTUIIOB YCTPOICTB, OCYIIECTRISAIOMNX MUPPOBYI0 00pabOTKY CHTHAIOB....44-51

P.U MYXAMETHhIHOBA
HHTennekTyanpHas cUcTeMa HOMACPKKUA NPUHATHSA pPELICHHH NpH YIPaBICHHHM WHHOBALMOHHOW aKTHBHOCTBIO
TIPOU3BOJICTBECHHOTO TIPCITIPHISITHIS . . . .+« eteeeneete e eteenteassesseesseassesseasseneesseaseeaeeaseeaneeme e ee e e e nbeabeenmeesnenbens e e nbeaneenneaneennes 52-57

E.A. HIKVHUKO, E.C. OPJIOBA, M.B. [IATYPOEB, H.E. I[IPOIIIKHH
IMoBbIllIEHHE KadecTBa 0OPa30BATENLHOrO IPOIEcca 3a CYET BHEAPEHHS aBTOMATH3MPOBAHHONW HH()OPMAIMOHHOM
1037 (o3 1=, 15 SR 58-65

H.C. [IATKOB, E.A. ®EJ[OTOB, A.A. LIAMPAEB, E.O. IIIAMPAEBA
Krnnent-cepBepHoe B3auMO/I€HiCTBIE B pAMKAX COPEBHOBATEIBHBIX OHIAMH HIP ... .ueueneerenenineneneneninennenenanns 66-74

MATEMATHYECKOE U IPOI'PAMMHOE OBECIIEYEHHUE
BBIYUCJIUATEJIBHOM TEXHUKH 1 ABTOMATHU3UPOBAHHBIX CUCTEM

LIM. APXEBAMEH, I1.B. JIVKbAHOB
PazpaboTka crnienudukaruii 11s IporpaMMbl UTPhI B IIAXMAThI C aTbTEPHATHBHBIMU MPABUIAMH . ......eveeenenenn... 75-82

/1.0. BOBBIHI]EB, B.A. KUPEEB
HpOFpaMMHO-aHHapaTHI)II‘/'I KOMIUIEKC TECTUPOBAHUA aJIrOpUTMa pa6OTbI BBIYMCIIMTEILHON CHCTEMBI IIOMOIIH
BOJIATEITIO TIPH TICPECTPOCHIIH . . ...\t eseesetsnsensenensensanen s eae et e e ea e ase e eea e es e e se e e se e e e ese s eaeaseneeneaseneasennaneens 83-92

B.I'. BOPOITAEB, A.IO. V)KAPUHCKHH, B.A. ®POJIOBA
Pa3zpaboTka MOICHCTEMBI «IICHXOJIOTO-TIEAarOTHYECKOE CONPOBOXKACHHUE» Ul  JIEKTPOHHOH HWH(OpManroHO-

o6pazoBatenbHOU cpebl OI'Y UMEHU V.C. TYPTCHEBA. ... .enieii ettt et e 93-99
.. 1101108
AanTUBHOE PEKEKTUPOBAHKME MTACCUBHBIX MIOMEX MPH BOOYIISAIINHN IEPUOAA TTOBTOPCHUSA ... vevvvanranrrannnnnns. 100-108

TEJIEKOMMYHUKALIMOHHBIE CUCTEMbBI 1 KOMITBIOTEPHBIE CETH

K.A. BATEHKOB, O.H. KATKOB, A.B. KO3JIEHKO
AHanu3 ornepaTHBHBIX HOPM NTapaMeTPOB OLUIMOOK KaHAJIOB U TPAKTOB CHHXPOHHOM II(POBOH HEPAPXHH........ 109-116

NHO®OPMALNIMOHHASA BE3OITACHOCTD U 3AIIIMTA UHOOPMALIUU

A.A. BABEHKO, A.A. JAHBIIIMHA, H.C. ®E/JOPOB, B.I'. APUKOB
Pa3zpaboTtka MeToaa 3amuTsl rpadudeckoil HHGOPMAIIUU OT yTeUeK B UHOOPMAITHOHHBIX CUCTEMAX............... 117-126

O.M. TOJIEMBUOBCKAA, .B. TOPFAYEB, E.B. KOH/[PAILIOBA, B.IO. [IOIIEHKO, M.IO. PhITOB,
A.A. PABLIEB, K.E. IIHHAKOB
Pa3paboTka METOHMKY OIIEHKH OTCHIMATBHOW OTMIACHOCTH BHEITHETO HAPYIITHTEIIS . ... v evveeneeeeneeneenennanennn 127-134



CONTENT
MATHEMATICAL AND COMPUTER SIMULATION

S.S. ALIEVA, G.Z. BAJRAMOV

Multi-factor information method fire detection in the forest. ... ... e 5-11
S.L. BABARINQV, E.V. BURDANOVA, V.V. RUMBEShT, D.V. ChELYaDINOV
Sequences With super-special StruCtural PrOPEITIES. .. . ...u .t ie ittt ettt te et ettt et e et e e e e eeserenaens 12-17

G.S. VASILY’EV, O.A. IVAShhUK, O.R. KUZIChKIN, D.I. SURZhIK
Spectral method for identification of Peltier thermoelectric elements based on piece-linear

E Yo o] (o) d[ 1=V To] o O USSP 18-26
E.A. VOLKOVA
Method for forecasting environmental and meteorological parameters of atmosphericair............................... 27-34

A.V. FYoDOROV, A.V. ShIRShIN
Comparison of classification algorithms based on textural analysis of polymer composites x-ray computed tomography

INFORMATION TECHNOLOGIES IN SOCIAL AND ECONOMIC
AND ORGANIZATIONAL-TECHNICAL SYSTEMS

V.V. MUROMCEV
One of the approaches to the development of prototypes of devices that carry out digital signal

8] 0]er=T ] [ TR 44-51
R.I MUXAMET YaNOVA
Intelligent decision support system in managing innovation activity of a production enterprise......................... 52-57

E.A. NIKUJKO, E.S. ORLOVA, M.V. PATUROEV, N.E. PROShKIN
Improving the quality of the educational process through the introduction of an automated information system......58-65

N.S. PYaTKOV, E.A. FEDOTQV, A.A. ShAMRAEYV, E.O. ShAMRAEVA
Client-server interaction within competitive online Games...............oiiiiitiniiiit ettt e e eaes 66-74

SOFTWARE OF THE COMPUTER FACILITIES AND THE AUTOMATED SYSTEMS

Sh.M. ARXEBAMEN, P.V. LUK YaNOV

Impact of alternative rules on the strategy and threshold of entering a game of chess....................ooon. 75-82
D.O. BOBY'NCEYV, V.A. KIREEV
Hardware and software system for testing the algorithm of a driver assistance system during lane changes........... 83-92

V.G. VOROPAEYV, A.Yu. UZhARINSKIJ, V.A. FROLOVA
Development of a subsystem «psychological and pedagogical support» for the electronic information and educational

environment 0f OSU im. LS. TUIZENEVA. ......iutiti ittt e et et et et et et et e e e r et e e e e 93-99
D.I. POPOV
Adaptive passive interference rejection when wobbling the repetition period..............ccooviiiiiiiiiiiiiiiiinnnt. 100-108

TELECOMMUNICATION SYSTEMS AND COMPUTER NETWORKS

K.A. BATENKOV, O.N. KATKOV, A.V. KOZLENKO
Analysis of channel and path error parameters for compliance with long-term standards.............................. 109-116

INFORMATION AND DATA SECURITY
A.A. BABENKO, A.A. DAN’ShINA, N.S. FYoDOROV, V.G. YaRIKOV

Development of a method for protecting graphic information from leaks in information systems .................. 117-126

O.M. GOLEMBIOVSKAYa, I.V. GORBAChYoV, E.V. KONDRAShOVA, V.Yu. POPENKO, M.Yu. RY’TOV,
A.A. RYaBCEV, K.E. ShINAKOV
Development of a methodology for assessing the potential danger of an external intruder........................... 127-134



UHopMmayuoHHbIE cucmeMbl U MexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE
VK 630.432.2

C.C. AJIUEBA, I''3. BAIPAMOB

MHOTI'O®AKTOPHBII HHO®OPMAIIMOHHBIA METO/]]
OBHAPYKEHUA BO3I'OPAHUS B JIECY

Paspabomarn mHocogaxmopHulil UHGOPMAYUOHHBIT MEMOO DECNPOBOOHO20 CeMe8020 OOHAPYICEHUS
60320panus 6 necy. OcHo8y npednazaemozo mMemooa COCMAasIsien 603MONCHOCHb NPOBEPKU 0OCHOBEPHOCTL
NPOBEOEHHOU NIOKAYUU MECO B0320PAHUS, C UCHOTb306AHUEM MAKUX (DAKMOPO8 KaK meMnepamypa,
ammocgheprnoe  OasieHue,  omHOCUmMenbHAs  eiadcHocms,  PM>s;  PMj;y u Op. Ilposepka
docmosepHocmuy pe3yibmama no 00HOMY (aKmopy OCYujeCmeIsemcs pecucmpayueil MakCumMyma yenesoeo
Qyukyuonana nocie 6vLIOOPA ONOPHBIX MOYEK NPU Pearu3ayuu 2eOMempuyecKoll JoKayuu mecma
603eopanus. Ilocie nocnedosamenbHo20 UCNOTL30BAHUSL BLIOPAHHBIX  (PAKMOPOs Ol  AHAIOZUYHOO
2e0MempUYecKo20 NOCMPOEHUsT NPOBEPKA OOCMOBEPHOCMU NOTYHEHHO20 pe3yibmama npeoycmampueaem
svlAGleHUe (hakma Harudus oowell 30Hbl Nepeceyetuuss 8cex 30H 60320PAHULl, NOTYYEHHBIX N0 OMOeTbHbIM
daxmopam.

Knroueswle cnosa: 6ozzopanue; un@OpMayuoHHblil Memoo; jiec; 10Kayus, 6ecnpoeooras cucmema.

Amuesa C.C., baitpamos I['.3., 2024
CITUCOK JIMTEPATYPBI

1. Hefeeda M., Bagheri M. Wireless sensor networks for early detection forest fires.

Ferreira L.M., Coimbra A.P., Almeida A.T. Autonomous system for wildfire and forest fire early
detection and control. — Inventions, 2020.

3. Giglio Louis, Schroeder W., Christopher O. Justice. The Collection 6 MODIS Active Fire
Detection Algorithm and Fire Products. — Remote Sensing of Environment, 178:31-41, 2016.

4. Akca D. and other. Pre- and Post-Fire Comparison of Forest Areas in 3D / D. Akca, E.
Stylianidis, D. Poli, A. Gruen, O. Altan, M. Hofer, K. Smagas, V. S. Martin, A. Walli, E. Jimeno,
A. Garcia // Springer International Publishing, 2019.

5. L. Millan-Garcia and other. An early fire detection algorithm using IP cameras / L. Millan-
Garcia, G. Sanchez-Perez, M. Nakano, K. Toscano-Medina, H. Perez-Meana, L. Rojas-Cardenas
// Sensors (Switzerland). — Vol. 12. — Ne 5. — P. 5670-5686, 2012.

6. Tsiourlis G., Andreadakis S., Konstantinidis P. SITHON: A wireless network of in situ optical
cameras applied to the early detection-notification-monitoring of forest fires. — Sensors
(Switzerland). — Vol. 9. — Ne 6. — P. 4465-4482, 2009.

7. Koetz B. and other. Multi-source land cover classification for forest fire management based on
imaging spectrometry and LiDAR data / B. Koetz, F. Morsdorf, S. van der Linden, T. Curt, B.
Allgower // For. Ecol. Manage. — Vol. 256. — Ne 3. — P. 263-271, 2008.

8. Georgiades G., Papageorgiou X.S., Loizou S.G. Integrated forest monitoring system for early
fire detection and assessment.

9. Krull W. and other. Early forest fire detection and verification using optical smoke, gas and
microwave sensors / W. Krull, R. Tobera, I. Willms, H. Essen, N. Wahl // Procedia engineering,
2012. —45. —P. 584-594.

10. Son B., Her Y., Kim J. A design and implementation of forestfires surveillance system based on
wireless sensor networks for South Korea mountains // Int. J. Comput. Sci. Netw. Secur., 2006.
—Vol. 6. — Ne 9. — P. 124-130.

11. Trinath Basu M. and other. IoT based forest fire detection system / M. Trinath Basu, R. Karthik,
J. Mahitha, V. Lokesh Reddy // Int. J. Eng. Technol., 2018. — Vol. 7. — Ne 2. — P. 124-126.

12. Ulucinar A.R., Korpeoglu 1., Cetin A.E. A Wi-Fi cluster based wireless sensor network
application and deployment for wildfire detection // Int. J. Distrib. Sens. Networks, 2014. — Vol.
10.

13. Lim C.H. and other. Can satellite-based data substitute for surveyed data to predict the spatial
probability of forest fire? A geostatistical approach to forest fire in the Republic of Korea / C.H.

Ne5(145)2024




Hay4Ho-mexHu4Yeckull XypHan

14.

15.

16.

Lim, Y.S. Kim, M. Won, S.J. Kim, W.K. Lee // Geomatics, Nat. Hazards Risk, 2019. — Vol. 10. —
Ne 1. —P. 719-739.

Benzekri W. and other. Early forest fire detection with low power wireless sensors networks /
W. Benzekri, A. El Moussati, O. Moussaoui, M. Berrajaa // LNEE, Advances in Smart
Technologies Applications and Case Studies, in press.

Grace, Asplund, Ely, Intorf, Droeg, The Osborne Fire finder the basic lookout tools: Firemans
Guide California Region. — U.S. Department of Agriculture Forest Service, 2013.

Cao Y. and other. An attention enhanced bidirectional LSTM for early forest fire smoke
recognition / Y. Cao, F. Yang, Q. Tang, X. Lu // IEEE Access, 2019. — Vol. 7. — P. 154732-
154742.

ain P., Wang X., Flannigan M.D. Trend analysis of fire season length and extreme fire weather
in North America between 1979 and 2015 // Int. J. Wildl. Fire, 2017. — Vol. 26. — Ne 12. — P.

necromnsll JI.O. JIuddepeninanpapie ypaBHEHUS ¥ BapHallMOHHOE McYucieHue. — M.: Beicias
mkonaa, 1074. — 472 c.

Aumnena Cepa CanMaH IbI3bl

Wuctutyt Dxomorun HarpoHamsHOTO ApOoKocMHIYecKoTo ATEHTCTBA, T. baky, AzepOaiimkaHckas
Pecmry6nuka

Kanauaar TexHHU4ecKuX HayK, HadalbHUK OT/erna

E-mail: sevdaaliyeva0601@gmail.com

Baiipamos I'yceiin 3akup orbl

WuctutyT DKxonorun HarponanesHOro A3pokocMuyeckoro AreHTeTBa, r. baky, AzepOaiimkxaHckas
Pecny6nuka

JloxTopaHT

E-mail: huseynbayramov0228@gmail.com

S.S. ALIEVA (Candidate of Engineering Sciences, Head of Department)

G.Z. BAJRAMOV (Doctoral Student)
Institute of Ecology of the National Aerospace Agency, Baku, Republic of Azerbaijan

MULTI-FACTOR INFORMATION METHOD FIRE DETECTION IN THE FOREST

A multifactor information method for wireless network fire detection in a forest has been developed. The basis
of the proposed method is the ability to check the reliability of the location of the fire using factors such as temperature,
atmospheric pressure, relative humidity, PM2.5; PM10, etc. checking the reliability of the result for one factor is
carried out by registering the maximum of the target functional after selecting reference points when implementing the
geometric location of the fire site. After sequential use of the selected factors for a similar geometric construction,
checking the reliability of the obtained result involves identifying the fact of the presence of a common zone of
intersection of all fire zones obtained from individual factors.

Keywords: fire; information method, forest; location; wireless system.
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C.JI. BABAPUHOB, E.B. bYPJIAHOBA, B.B. PYMBEIIT, JI.B. YEJIAAAMHOB

HHOCJIEAOBATEJIBHOCTH CO CBEPXOCOBbIMH
CTPYKTYPHBIMU CBOMCTBAMHU

Cmambs oceewyaem eonpoc kiaccuguxayuu nociedosamenviocmei. Ocoboe enumanue yoeieHo
nOCe008AMENLHOCMAM CO C8EPXOCOOBIMU CIPYKMYPHIMU CEOUCMBAMU, NOKA3ZAHO UX NOJONCEHUEe 8 0bujell
Knaccuguxayuu nocreoosamenvHocmel. B cmamove onucano vloenenue Kkiacca nocie008amenbHOCmell co
€8ePXOCOOBIMU CIPYKMYPHBIMU, CO30aHUe MemMOO0d NOPOICOEHUS NEPUOOUYECKUX NOCIe008amelbHOCHEll ¢
KOHEeYHOU 001acmblo 3HAYEeHUl, Npu YCA06Ull, 4mo 3ma o001acmb NpoCcmo MHOXMCECMBO, O KOMOPOM Kpome
91eMeHMO8 HU4e20 He U3BECHHO.

Knrouesvle cnosa: xombunamopuas 3a0a4ad; Yyucmo nepuooudeckds noCie008amelbHOCHb, ONUHA
nepuooa; noocuem Koaudecmed, Ynopsa00ueHHoe MyIbmUMHONCECMEO0.
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SEQUENCES WITH SUPER-SPECIAL STRUCTURAL PROPERTIES

The article covers the issue of classification of sequences. Particular attention is paid to sequences with super-
special structural properties, their position in the general classification of sequences is shown. The article describes the
selection of a class of sequences with super-special structural properties, the creation of a method for generating
periodic sequences with a finite range of values, provided that this range is simply a set about which nothing is known
except for elements.
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I'.C. BACUJIBEB, O.A. UBAIIYK, O.P. KY3UYKUH, A.1. CYPXKUK

CIIEKTPAJIBHAA METOJUKA
NAEHTUOUKAINUHA TEPMOSJIEKTPUYECKHUX 3JTJEMEHTOB IIEJIbTBE
HA OCHOBE KYCOYHO-JIMHEMHOMU AIIITPOKCUMAIINHU

Dyukyuonuposanue mMepmMoINEKMPULecKou Cucmemvl 6 CMAYUOHAPHOM — pedcume  4acmo
Heahpexmueno, m.K. He Odem BO3MOICHOCMU 2UOKO20 YAPAGLEHUs MEMNEPAMYPHbIM  PEeNCUMOM.
Ilpoexmuposanue mepmMoITEKMPULECKUX YCMPOUCME U CUCEM 8 NepPexOOHbIX pedcumax mpebyem
uoenmuuxayuu  ux OuUHAMUYECKUX Mooenell, 8 Nepsylo  ouepedb, 00beKMAd YNPAGNeHUs —
mepmoanekmpuyeckoco mooyna Ilenvmve. Kak npasuno, uzeecmuvie Memoouxu udeHmuguxayuu
Npeononazaiom Gulyucienue napamempos OpoOHO-PAYUOHATLHOU NePeOamoyHOU (QYHKYuY (Ui, umo
9KBUBANIEHMHO, ABMOPESPECCUOHHOU Modenu) obvekma KoHmpoaa. Ilpu smom pocm mouHocmu
udenmughuxayuu mpedyem nogvlieHuss NOPAOKA MOOenU U C8A3AH C CYUWeCNBEHHbIMU BbIYUCTUNETbHBIMU
sampamamu. Ilpednazaemasn memoouxa udenmuguxayuy mpebdyem onpedeieHue peMeHHbIX 3a8UCUMOCel
YNpANAIOUe20 MoKa U meMnepamypHo20 OMKIOHeHUs, paciem ux CHeKmpo8 Ha OCHO8e KYCOUYHO-TUHEUHOU
AnnpoKCUMayuy U paciem KOMNIEKCHOU nepedamouHoll (OyHKYUU KaK OmHOueHUe CHeKmpOo8 8bIXOOH020 U
6X00H020 cueHanos. Ilpedcmasinenvl pacuemuvle COOMHOWEHUS KYCOUHO-TUHEUHBIX ANNPOKCUMUPYIOUUX
@yHKYULl, CNeKmpanbHblX NIOMHOCMElN U BPEMEHHbIX (OpM 6XOOHbIX U BbIXOOHBIX NAPAMEMPOs
uccnedyemotl mooenu. Paccuumanvt amnaumyono-uacmomuas xapaxkmepucmuka A9X u ¢azo-uacmomnuas
xapaxmepucmuxa @YX mooyas llenomve. Huszkas cpednexeadpamuueckas nocpeuHocms uoenmugpurxayuu
AMAIAUMYOHO-YACMOMHOU  XAPAKmepucmuky U (pazouacmomuol  Xapakmepucmuky  nOKa3ana
aghpexmusHocmb NPedNoNCeHHOU MeMOOUKU UOeHMUDUKAYUL.

Knwouesvie cnoea: snemenm Ilenvmve, nepexoOHOU pedicum, KYCOUHO-TUHEUHAS QYHKYUs,
CHEeKmpAbHbIll Memoo.
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pezenepamugHblx cucmemy», Homep npunodcerus 2019-1497, nomep npoexma FZWG-2020 -0034.
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SPECTRAL METHOD FOR IDENTIFICATION
OF PELTIER THERMOELECTRIC ELEMENTS BASED ON PIECE-LINEAR APPROXIMATION

The operation of a thermoelectric system in a stationary mode is often ineffective, because does not allow
flexible temperature control. The design of thermoelectric devices and systems in transient modes requires the
identification of their dynamic models, first of all, the control object - the Peltier thermoelectric module. As a rule,
known identification methods involve calculating the parameters of a fractional-rational transfer function (or,
equivalently, an autoregressive model) of the control object. In this case, an increase in identification accuracy requires
an increase in the model order and is associated with significant computational costs. The proposed identification
technique requires determining the time dependences of the control current and temperature deviation, calculating their
spectra based on piecewise linear approximation, and calculating the complex transfer function as the ratio of the
spectra of the output and input signals. The calculated relationships between piecewise linear approximating functions,
spectral densities and time forms of the input and output parameters of the model under study are presented. The
amplitude-frequency characteristic of the frequency response and the phase-frequency characteristic of the phase-
frequency response of the Peltier module are calculated. The low root mean square error in identifying the amplitude-
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frequency characteristics and phase-frequency characteristics showed the effectiveness of the proposed identification

method.

Keywords: energy trigeneration; thermoelectrics; Peltier effect; thermoelectric modules; transfer function;
dynamic response.
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VIK 504.064
E.A. BOJIKOBA

METO/J ITPOI'HO3UPOBAHMUSA DKOJOI'MYECKHUX
N METEOPOJIOTHYECKUX TAPAMETPOB ATMOC®EPHOI'O BO3/1YXA

B cmamve npedcmasnen Ho6blll MEMOO NPOSHOZUPOBAHUS IKOTOSUYECKUX U MEMEOPOI02ULECKUX
napamempos ammoc@epHoco 6030yXa, OCHOBAHHBIU HA KOMHIJIEKCHOM hnooxode. Memoo 6aszupyemcs Ha
kombunayuu mooenet Prophet, SARIMA u LightGBM, kaocodas uz xomopwix opuenmuposana na ananus
BDEMEHHBIX P00 C YYEemOM UX CE30HHOCHU, MPEHO08 U KpAmKoCpounvlx Konebanuil. [100xo0 eéxuouaem
omansl  nPedodPaAbOmMKYU  OAHHLIX, ABMOMAMUYECKOU HACMPOUKYU 2SUNEPRAPAMEempos8 U 00beOUuHeHUs.
NPOSHO308, YMO NO3B0JIAEM NOBLICUMb MOYHOCHb 68 cpeoHem Ha 3-56% no cpasHeHuro ¢ UCNONb308aAHUEM
omoenvHblx Modeneu. Ilpumenenue OanHo20 Mmemooda 3IPGexkmusHo 011 NPOSHOIUPOBAHUS VPOBHS
saepssnenust ammocepol (nanpumep, CO2 SOz, PM2.5), ocobenno 6 pationax ¢ 6bicOKOU MeEXHO2EHHOU
Hazpy3Kotl, 4mo Oenaem e20 NePCHeKMUGHbLIM UHCMPYMEHMOM O CUCeM MOHUMOPUH2a ammocheproco
6030yXa.

Knrouesvle cnosa: npocnosuposanue 3K0102UHECKUX RAPAMEMPOS, aAmMMOchepHoe 3acps3HeHue;
spemennvie paowi, Prophet; SARIMA; LightGBM; npedobpabomka oOanmvix; xomniexcuvlii nooxoo;,
eunepnapamempul, MOHUMOPUH2 8030yXa.

(©Bonkosa E.A., 2024
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E.A. VOLKOVA (Senior Lecturer of the Institute of Advanced Materials and Technologies)
National Research University of Electronic Technology, Moscow

METHOD FOR FORECASTING ENVIRONMENTAL
AND METEOROLOGICAL PARAMETERS OF ATMOSPHERIC AIR

The article presents a new method for forecasting environmental and meteorological parameters of
atmospheric air, based on a combined approach. This method leverages a blend of Prophet, SARIMA, and LightGBM
models, each designed to analyze time series data by accounting for seasonality, trends, and short-term fluctuations.
The approach involves data preprocessing, automated hyperparameter tuning, and forecast integration, which
improves accuracy by 3-56% compared to individual model use. This method is effective in predicting atmospheric
pollutant levels (e.g., CO:z, SO: PM?2.5), especially in areas with high anthropogenic loads, making it a promising tool
for air quality monitoring and management systems.

Keywords: environmental parameter forecasting; air pollution; time series; Prophet; SARIMA; LightGBM;
data preprocessing; combined approach; hyperparameters; air monitoring.
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VJIK 004.93
A.B. ®EJIOPOB, A.B. IIIAPIINH

CPABHEHME AJI'OPUTMOB KJJACCUPUKALIMU TOJIUMEPHBIX
KOMIIO3HIIUOHHBIX MATEPHAJIOB HA OCHOBE TEKCTYPHOI'O AHAJIM3A
JAHHBIX PEHTTEHOBCKOU KOMIIBIOTEPHOU TOMOI'PA®UN

Penmeenosckas xkomnviomepuas momozpaus A61semcs 0OHUM u3 Hauboiee UHOOPMAMUBHBIX
Memoo08 Hepaspyuanwe20 KOHMpOus NOIUMEPHBIX KOMNOSUYUOHHBIX MAMEpUdnos u uz0eiutl u3 Hux.
OOHUM U3 8AICHBIX DMANOE NPU IMOM ABJIAEMCA Ce2MEeHMAaYUsl, agMOMAmu3ayus Komopou npeocmaegisiem
uccneooeamenvckull unmepec. B pamkax asmomamuzayuu, udenmuguxayus omoensHuix, OMHOCUMENTbHO
KPYIHbBIX, U30MEKCIYPHBIX KIACMEePO8 CNOCOOHA CHUUMb 8bIYUCTUMENbHYI0 Hacpy3Ky. Llenvio nacmoswei
pabomul A615emMCcs OYenKa dPhexmueHocmu Memooos Kiaccupukayuu Ha 0CHO8e MeKCMYPHbIX NPUSHAKOB
071 uoeHmugukayuu oopasyos NOIUMEPHLIX KOMNO3UMOE C PA3TUYHOU CIPYKMYPO.

B kauecmee noxazameneii 0is o6yueHus 6vlOpaHbl 0O0BEMHblE MEKCMYpPHble (paduomudeckue)
Xapakmepucmuku, Nojay4eHHble Ha OCHO8e Mampuy 63aumMHO20 PAcnpeoeieHusi ypogHell cepo2o yeemd.
Bvibpano neckonvko aneopummog kiaccuguxayuu u oyeHneHa ux npeocKkazamenvbHas CnocoOHOCMb NO
mempuxe kanna Kosna na smanax eanuoayuu u mecmupo8amus, a maxice NPOU3BOOUMENbHOCHb NO
8pemenU eOUHUUHO20 NPEeOCKA3AHUA.

Cpeou 107 wmopghonocuueckux u 0OBEMHBIX MEKCMYPHLIX (PAOUOMUHECKUX) NOKa3ameneu
noxazamenu GLCM Difference Average, GLCM Inverse Difference Normalized, GLCM Inverse Variance,
GLSZM Size Zone Non Uniformity Normalized u NGTDM Busyness ne umenu 63aumMHOU KOPpersyuu Os
6cex obpasyos. Haubonvuyio npeockazamenviylo chOCOOHOCMb HA dmane 8anuoayuu npoOemMoHCmpuposa
aneopumm CIyYauHulil Jjec, OH Jice OKA3aacs Haubonee meodreHuvim (kanna Kooswa 0,95+0,02, epems
npeockazanus 8,49+0,46 mc), Ha smane mecmupo8arus HAUOOILULYIO NPEOCKA3AMENbHYI0 CHOCOOHOCMb U
HauMeHbulee 8pemMsi NPeoCKA3anus Nokasal memod onopuwvix eexmopos (0,85+0,02 u 0,940,001 wmc,
CO0MBEemcmeenHo).

Paouomuueckue xapakmepucmuxu moz2ym Ovlmv UCHOIB308AHbL 05 UOSHMUDUKAYUU KIACEPOS
OGHHBIX PEHM2EeHOBCKOU KOMNBIOMEPHOU MOoMOoSpaduy, CcOOMEEeMCmYIOWUX UZ0MEKCMYPHbIM 30HAM
uzoenuti u3 NOIUMEPHLIX KOMNO3UMHLIX Mamepuanos. Pazmepnocms xapaxmepucmuk O o0yueHus
aAneopummog moxcem Obimb CYUECMBEHHO CHUNCEHA 03 3HAYUMENbHO20 YMEHbULEHUSI NPeOCKA3AMeNbHOl
cnocobrocmu. Cpeou UCNONIb308AHHBIX ANCOPUMMOS KIACCUDUKAYUU ONMUMATLHBIM NO NPEeOCKA3amenbHOu
CNOCOOHOCMU U UCTIONBL3YEMBIM 8bIYUCTUMENbHBIM PECYPCAM AGIAEMCs Memoo ONOPHBIX 6eKMOPOS.

Knirouesvie cnosa: NOJIUMEPHbIE KOMNO3UMHbIE MAMEPUATIbl, PEHM2EHOBCKAS KOMNbIOMEPHAs

momozpapust; cecmeHmayus; MeKCMYPHbIl AHAIU3, PAOUOMUKA, MAUUHHOe O0OVUeHUe, al20pUummbl
Kaaccugpuxayuu.
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COMPARISON OF CLASSIFICATION ALGORITHMS BASED ON TEXTURAL ANALYSIS
OF POLYMER COMPOSITES X-RAY COMPUTED TOMOGRAPHY DATA

X-ray computed tomography is one of the most informative methods of non-destructive testing of polymer
composite materials and products made from them. One of the important stages in this process is segmentation, the
automation of which is of research interest. As part of automation, the identification of individual, relatively large,
isotextural clusters can reduce the computational load. The aim of this study is to evaluate the effectiveness of
classification methods based on textural features for the identification of samples of polymer composites with different
structures.

Volumetric textural (radiomic) characteristics obtained on the basis of matrices of the mutual distribution of
gray levels are selected as indicators for training. Several classification algorithms have been selected and their
predictive ability according to the Kappa Cohen metric at the validation and testing stages, as well as performance in
terms of time of a single prediction, has been evaluated.

Among 107 morphological and volumetric textural (radiomic) indicators, GLCM Difference Average, GLCM
Inverse Difference Normalized, GLCM Inverse Variation, GLSZM Size Zone Non Uniformity Normalized and NGTDM
Business did not have a mutual correlation for all samples. The random forest algorithm demonstrated the greatest
predictive ability at the validation stage, it also turned out to be the slowest (Cohen's kappa 0.95+0.02, prediction time
8.49+0.46 ms), at the testing stage the support vector method showed the greatest predictive ability and the shortest
prediction time (0.85+0.02 and 0.9+0.01 ms, respectively).

Radiomic characteristics can be used to identify clusters of X-ray computed tomography data corresponding to
the isotexture zones of products made of polymer composite materials. The dimensionality of the characteristics for
learning algorithms can be significantly reduced without significantly reducing the predictive ability. Among the
classification algorithms used, the support vector machine method is optimal in terms of predictive ability and
computational resources used.
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Keywords: polymer composite materials; X-ray computed tomography; segmentation; texture analysis;
radiomics; machine learning; classification algorithms.
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ONE OF THE APPROACHES TO THE DEVELOPMENT OF PROTOTYPES
OF DEVICES THAT CARRY OUT DIGITAL SIGNAL PROCESSING

The business processes of manufacturing prototypes of devices performing digital signal processing are
considered. Approaches to improving the organization of work on the creation of prototypes of devices are proposed.
An example of the organization of work on the creation of prototypes of devices that perform digital signal processing
based on a digital signal processor is considered.

Keywords: business process; digital signal processing; digital signal processor.
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YK 004.8

P.U. MYXAMETBAHOBA

UHTEJUIEKTYAJIbHASLI CUCTEMA MOJIAEPKKHW IIPUHATHUS PEINEHUA

IPYU YIIPABJIEHUM WHHOBAIITMOHHOM AKTUBHOCTBIO
MMPOU3BOACTBEHHOI'O TPEAIIPUATUA

B ycnosusx cospemennoii poccutickou 3KOHOMUKY NPeOnpusmust O COXPAHEHUs. KOHKYPEHMHbIX
npeumywecms peanu3yiom UHHOBAYUOHHble npoekmbl. (OOHUM U3 OCHOBHBIX (HAKMOPO8 YCNEeuwHOu
peanusayuu npoeKmos A61Aemcsa UsMeHeHue noKazameinel UHHOBAYyUoHHoU akmuenocmu. Hacviuennocmo
OdessmenbHHOCIU NpeonpuHuMameneii. UHHOBAYUOHHBIMU DeuleHUsMU Onpeoeisiem HeopeHUue HOBbIX Ul
COBEPULEHCTNBOBANUE UCNOIB3YEMbIX THEXHONI02ULL, 8 MOM YUCTe OHMONIOZULECKOe MOOeIUPOsaHue,

Knwouesvie cnoea: unnosayuonnsili npoexm, npumsmue peutenuil;, 6aza npaguil; UCKyCCMEEeHHbll
UHMeIeKmM,; OHMONO2UA.
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INTELLIGENT DECISION SUPPORT SYSTEM IN MANAGING INNOVATION ACTIVITY
OF A PRODUCTION ENTERPRISE

In modern economic conditions, in order to maintain a competitive position in the market, the company
implements innovative projects. One of the main factors for the successful implementation of the project is the change in
indicators of innovation activity, which should be understood as the saturation of the activities of entrepreneurs with
innovative solutions, namely, how often new technologies are developed and implemented or the technologies used in
their economic turnover are improved.

Keywords: project; intellectual system support for making management decisions; rule base; ontological
model; innovative activity.
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YK 004.42
E.A. HUKYIKO, E.C. OPJIOBA, M.B. IIATYPOEB, H.E. IIPOILIKMH

MHOBBINEHUE KAYECTBA OBPA3OBATEJIBHOI'O ITPOLHECCA
3A CYET BHEJIPEHUSA ABTOMATHU3UPOBAHHOM
WH®OPMAIIMOHHON CUCTEMBI

B ycnosusx enobanvroeo enedpenusi yughposwvix mexHorouti nPoUCX00um 3KCNOHEHYUATbHbIN POCT
obvema nepedasaemvix OAHHbBIU, 8 pe3yibmame, Cpeou UHPOPMAYUOHHO20 WYMA CMAHOBUMCS CILOJICHee
BOCHPUHSIMb 8ANCHYIO UHGOpMayuro. Jlannas npodiema akmueHo NpOsAGNsemcs U 8 00paz0eanuu, Koeoa
CMyOeHmbl OCMAOMCS 8 HeBeOCeHUU BANCHOU UHGOpMayul, Ymo He2amuHo CKA3bl8Aemcsi HA Kauecmee
obpazosanus. Bcreocmeue uezo, asmopvl cmasam yenvio GvlAGNIeHUEe HEOOCMAMKO8 CYUleCmEyIouux
UHDOPMAYUOHHBIX CUCHEM C NOCAeOYIOWUM NPEOTONCEHUEM KOHYENMYATbHOU a8MOMAmu3upo8antoll
UHMOPMAYUOHHOU  cucmembl, OISl NOGbIUUECHUS UHDOPMUPOSAHHOCMU CMYOeHmMO8 U Kak ciledcmeue
NOBbIUUEHUS. KAYecmead 00pa3oeanus. Aneopumm npoepammsl OCHOBAH HA 6bl0aye NpeOMemHoU UHdopmayuu
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COOMBEMCMBYIOWUM — KAMe2opusM  Noab3ogamenell, ¢ Yeiblo He  Nepecpysicamsv — YUACMHUKOG
obpazosamenvHo20 npoyecca uzdvimouHou ungopmayueti. Ilpoyecc nepedauu ungopmayuu npoucxooum
ouanoe06om opmame, ¢ nPeOYCMOMPEHHbIMU OMEEMAMU HA MUNOBbLE BONPOCHL

Knwuesvie cnosa: gvicwee  obpazosanue;,  Kawecmgo — 06pazoeamus;  yugposusayus,
UHpOPMAYUOHHOE NPOCMPAHCMBO; YUPPOBAs MPAHCHOpMayUs; YUPPOGble MEXHOIOSUM.

@Hmcyﬁko E.A., Opnoga E.C., ITatypoes M.B., IIpomxkun H.E., 2024
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IMPROVING THE QUALITY OF THE EDUCATIONAL PROCESS THROUGH
THE INTRODUCTION OF AN AUTOMATED INFORMATION SYSTEM

In the context of the global introduction of digital technologies, there is an exponential growth in the volume of
transmitted this, as a result, among information noise, becomes more difficult to perceive important information. This
problem also manifests itself in education, where students are left in ignorance of important information, which
negatively affects the quality of education. As a result, the authors aim to identify the shortcomings of existing
information systems with the subsequent proposal of a conceptual automated information system, to increase the
awareness of students and as a consequence of improving the quality of education. The algorithm of the program is
based on the issue of subject information to the relevant categories of users, in order not to overload the participants of
the educational process with excessive information. The process of transmission of information takes place in a
dialogue format, with the envisaged answers to standard questions.

Keywords: higher education; quality of education; digitalization; information space; digital transformation;
digital technologies.
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H.C. TIATKOB, E.A. ®EJIOTOB, A.A. IIAMPAEB, E.O. IIIAMPAEBA

KJIMEHT-CEPBEPHOE B3AUMOJENCTBUE
B PAMKAX COPEBHOBATEJIbHBIX OHJIAWH UT'P

B cmamwe paccmompenvi U NpoaHANU3UPOBAHbI  KNIOYEGble ACNeKMbl  KIUEHM-CepP8epHO20
83aUMOO0elicmBUs 8 KOHMEKCHe COPeBHOBAMEeNbHbIX OHAAUH uzp. Hccnedosanvl memoobl MUHUMUZAYUU
3a0epacKu peakyuu uspvl Ha Oelicmeusi uecpokd, obdecnewusaroujue niasHwli uzpogoi npoyecc. Ocoboe
BHUMAHUE YOeNeHO UHMEPNONAYUU OAHHBIX HA cepeepe U SKCMpPAnoiAyul OAHHLIX HA KIueHme, Kak
OCHOBHbIM MEXHUKAM CNAHCUBAHUA U NPOSHOZUPOBAHUS NOJIONCEHUS. USPO8bIX 00vbekmos. OmmeueHsl
00CMOUHCMEA U HeOOCMAMKU PA3IUYHLIX CImpameuti npeosapumenbHol NpOGepKU 6800d HA CMOPOHE
Kauenma, obne2daiowux 3a0avy cepeepa U Yayuulanowux oOwylo npouzsooumenbHocms cucmemvl. B
cmamve  maxdce NPeonodNceHvl  Memoovl onmumusayuu npoyecca. Ilposeden amanuz memooog
UHMePNONAYUU U IKCMPAnoOAYUU OAHHBIX, UX GIUAHUS HA BOCHPUAMUE USPOKAMU USPOBO20 NpOyeccd.
Taxoce ObIIU UCCIEO008AHBL BO3MONCHOCMU YCMPAHEHUSI HEOOCMAMKOS, CEA3AHHBIX C 3A0ePAHCKAMU NpU
nepeoaue OaHHbIX MedxcOy Kiauenmom u cepgepom. COenanvl bl800bI O NEPCNEKMUBAX OdNbHelule2o
PAa36UmMuUs MexHoI02Ull KIUeHM-CePEEPHO20 83AUMOOCUCIBUS 8 OHIAUH USPAX.

Kniouegvle cnoea: rnuenm-cep8epHas apxumekmypd, uepoeas apXumexkmypa, cemesvie Uuepbol;
UHMEePNONAYUs OAHHBIX, IKCMPANONAYUSL OAHHDIX.

© Istkos H.C., ®egoros E.A., Illampace A.A., lllampaesa E.O., 2024

Paboma evinonnena 6 pamkax peanuzauyuu  (heoepanvHoll  NPOZPAMMBL  NOOOEPIHCKU
yuugsepcumemoe «Ilpuopumem 2030» c ucnonvzoeanuem obéopyoosanus na 6aze Ilenmpa evicoxux
mexnonozuit BI'TY um. B.I'. Illyxosa.
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CLIENT-SERVER INTERACTION WITHIN COMPETITIVE ONLINE GAMES

The article examines and analyzes the key aspects of client-server interaction in the context of competitive
online games. Methods for minimizing game response delay to player actions, ensuring a smooth gaming experience,
are explored. Particular attention is given to data interpolation on the server and data extrapolation on the client as the
main techniques for smoothing and predicting the positions of game objects. The pros and cons of various client-side
input pre-validation strategies, which ease the server's burden and improve overall system performance, are
highlighted. The article also proposes methods for optimizing the data processing on the server. An analysis of data
interpolation and extrapolation methods, their impact on players' perception of the gaming process, and the
possibilities for overcoming issues related to data transmission delays between the client and server was conducted.
Conclusions are drawn about the prospects for further development of client-server interaction technologies in online
games.

Keywords: client-server architecture; gaming architecture; network games; data interpolation; data
extrapolation.
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MATEMATHYECKOE U IIPOI'PAMMHOE OFECIIEYEHUE
BBIYUCITUTEJIBHOMU TEXHUKHU U ABTOMATHU3HPOBAHHBIX CUCTEM

YK 004.01
.M. APXEBAMEH, I1.B. JIVKbJIHOB

PA3PABOTKA CIEHU®UKALIUI J1JIsI IPOT'PAMMBI UTPhI
B ITAXMATDBI C AIBTEPHATUBHBIMU ITPABUJIAMU

B oannoii cmamvee uccnedyemcs, Kax 66edeHue AlbMEPHAMUBHBIX NPAGUT 6 WAXMAMbL MOJCEm
UBMEHUMb CINPAME2UI0 USPbl U CHUUMND NOPO2 8X0AHCOEHUsL OJISL HOBBIX USPOKO8. AHATUSUPYIOMCS UBMEHEeHUs
6 OUHAMUKE U2Pbl, BbI36AHHbIE HOB0BBEOCHUSMU, OEMOHCINPUPYEMC sl ROMEHYUAN 05l 0002AueHUsl U2POBO20
npoyecca u npueieyenus Oosee WUpoKol ayoumopuu K uepe waxmamol. [Ipugooumcs @ynkyuoHanbhas,
UHDOPMAYUOHHASL U NOBEOEHUECKAsl CReYUDUKAYUL, A TNAKIICe MAKem NOTb308AMENbCKO20 unmepgetica 071
paspabamul@aemotl uepbi.

Knroueesnvle cnosa: paspabomka cneyuguxayuil; waxmamsl; waxmamsl-960; weedckue waxmamol,
BUNIKA, AIbMEPHAMUBHBIE NPABUIA, YCUTICHHbLE NeWKU;, OUHAMUYECKAs 00CKA; meHesas hueypa.

© Apxebamen LLLM., Jlykesros I1.B., 2024
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IMPACT OF ALTERNATIVE RULES ON THE STRATEGY
AND THRESHOLD OF ENTERING A GAME OF CHESS

This article explores how the introduction of alternative rules in chess can change the strategic dimension of
the game and lower the threshold of entry for new players. Analyzing the changes in game dynamics caused by
innovations, we demonstrate the potential to enrich the gameplay and attract a wider audience to the game of chess.
Functional, informational, and behavioral specifications are provided, as well as a user interface layout for the game
being developed.

Keywords: development of specifications; chess; chess960; bughouse chess; fork; alternative rules;
empowered pawns; dynamic board; shadow piece.
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IMPOTPAMMHO-ATIITAPATHBIN KOMIIJIEKC TECTUPOBAHUS AJITOPUTMA
PABOTHI BBIYUCJIUTEJIbHOKW CUCTEMbBI HOMOIIA BOJIUTEJIIO
IIPU MEPECTPOEHUU

Paboma noceswena paspabomxe  NpOSPAMMHO-ANNAPAMHO20 — KOMNJEKCd,  BKIHOYAOULE20
npeobpazosamenv unmepgperica CAN ¢ USB u cneyuanusuposannoe npocpammuoe obecneyeHue ¢
epaguueckum unmepgeticom 0ns ucciedosanus padaproco oamuuxa. lleavio uccredosanus s6asemcs
obecneyenue 3PPHexmusHo20 83aUMOOCUCMEUsT NEPCOHANILHOZO KOMNbIOMEPA C U38ECHIHbIM DPAOAPHBIM
0amuUKOM, HAOENCHOU nepedauu U MO4HOU 00pabomKu OAHHLIX nymeMm pa3pabomxu COOCMEEHHO20
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NPOCPAMMHO-ANNAPAMHO20 KOMNWIEKCA, 6KIYaouezo npeobpaszosamenv unmepgetica CAN 6 USB u
CReyuanu3uposanHHoe npocpamMmuoe obecneuenue ¢ epaguueckum unmepgeticom. Pazpabomannwiil
KOMAIEKC YCHeWHO MRpOwiesl Mecmupoganue, NpooeMOHCMPUPO8Aas GblCOKYI0 CMAabUulbHOCmb pabombl u
KOppexmuyio 0bpabomky oannuvix. I[lo pezyromamam mecmupoganus pabomsl KOMNIEKCA 8 RPOSPAMMHOM
obecneyenuu Obll OONOIHUMENbHO Pedau308an Guibmp yeiel, 0becneyusarowuli OYUCmKy OAHHbIX Npu
dopmuposanuu damacemos, mpedyemvix Oas OANbHeWUx ucciedosanui. /lanvheliuiue uccie008aHus
HAnpasnenvl Ha 3KCNEPUMEHMATIbHYIO NPOGEPKY pa3pabOmMaHH020 Memood U ancopumma OOHAPYICeHUs
ABAPULIHBIX CUMYAYUll NPU NEPecmMpoOeHUU 8 PeabHbIX YCI0GUAX OOPOHCHO20 OBUNCEHUS C UCHONb30BAHUEM
CO30AHHO20 NPOSPAMMHO-ANNAPAMHO20 KOMNLEKCA U UX KOPPEKMUPOBKY No Heobxooumocmu. Pesynvmamoi
uccnedosanus 6yoym onyoauKo8ausl 8 Ciedyiouwux pabomax.

Knrwouesvie cnosa: npozpammuo-annapamuulii KOMNIEKC, paoapHbiti OAmuuK, CUCmemsl aKMUGHOU
bezonacHocmu; asapuiinble cumyayuu, spapuyeckuti unmepgelc.

©Bbo6smnes J1.0., Kupees B.A., 2024
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D.O. BOBY’NCEYV (Candidate of Engineering Sciences)

V.A. KIREEV (Post-graduate Student)
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HARDWARE AND SOFTWARE SYSTEM FOR TESTING THE ALGORITHM
OF A DRIVER ASSISTANCE SYSTEM DURING LANE CHANGES

The study focuses on the development of a hardware and software complex, which includes a CAN to USB
interface converter and specialized software with a graphical user interface for radar sensor research. The research
aims to ensure effective interaction between a personal computer and a known radar sensor, reliable data transmission,
and precise data processing by developing a proprietary hardware and software complex that incorporates a CAN to
USB interface converter and specialized software with a graphical user interface. The developed complex successfully
passed testing, demonstrating high stability and accurate data processing. Based on the test results, an additional
target filter was implemented in the software to ensure data cleaning when forming datasets required for further
research. Future research will focus on the experimental validation of the developed method and algorithm for
detecting emergency situations during lane changes in real-world traffic conditions using the created hardware and
software complex, and their adjustment as necessary. The research findings will be published in subsequent works.

Keywords: Hardware and software complex; radar sensor; active safety systems; emergency situations;
graphical user interface.
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PABPABOTKA NOACUCTEMbI
«[ICHXOJOI'O-IEJAT'OT'HYECKOE COITPOBOKJIEHUE»
JIJIA QJIEKTPOHHOM MTH®OPMAIIMOHO-OBPA3OBATEJIBHOM CPEIBI
Ory MMEHMU U.C. TYPTEHEBA

B cmamve paccmompenvi  60npocwvi  cO30aHUs  NOOCUCMEMbL  NCUXON020-Ne0a202U4ecKo20
CONPOBOIICOEHUs CMYOeHmo8 U COMPYOHUKO8 8y3a U ee UHmezpayuu 8 1eKMpPOHHYI0 UHPOPMAYUOHHO-
obpasosamenvuyto cpedy. Cehopmynuposanvl mpebosanus K paspabamvieaemou noocucmeme. Onucana
pojiesasi Mooeib Nob3osamenell, CMpyKmypa u nogedeHueckas mooeiv noocucmemvl. I[lpedcmasiensi
Mmakemol unmepgetic noocucmemvl. Onucanvl NPUHYUNBL UHMeESPAYUU NOOCUCEMbL 8 INEKMPOHHYIO
UHDOPMAYUOHHO-00PA308AMENBHYIO CPEDY 8)3d.

Knwueevie cnosa: asmomamuzayusl - npoyecca, COYUAIbHO-NCUXOJIOcUHYECKA noddepofcmz;
Cy6beKWlbl,’ 06pa306amefszbn7 npoyecc, nodcucmeMa; 3anucsb Ha KOHCYyIbmayuio.
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DEVELOPMENT OF A SUBSYSTEM «PSYCHOLOGICAL AND PEDAGOGICAL SUPPORT»
FOR THE ELECTRONIC INFORMATION AND EDUCATIONAL ENVIRONMENT
OF OSU IM. I.S. TURGENEVA

The article discusses the issues of creating a subsystem of psychological and pedagogical support for students
and university staff and its integration into the electronic information and educational environment. The requirements
for the developed subsystem are formulated. The role model of users, the structure and behavioral model of the
subsystem are described. Subsystem interface layouts are presented. The principles of integration of the subsystem into
the electronic information and educational environment of the university are described.

Keywords: process automation; socio-psychological support; subjects; educational process; subsystem;
registration for consultation.
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J.1. ITOITOB

AJJAIITUBHOE PEXKEKTUPOBAHUE ITACCHUBHBIX IIOMEX
ITPU BOBYJISALIUU ITIEPUOJA ITIOBTOPEHUSA

1o kpumepuro Maxcumyma ycpeoHeHH020 nO OONIEPOBCKOMY cO8U2y (hasbl CUCHALA KOIP@uyuenma
VAYHUEHUS. OMHOUWEHUS. CUSHAT/NOMEXA CUHMEUPOBAHbL ANOPUMMbL AOANMUBHO20 PENCEKMUPOBAHUSL
NACCUBHBIX NOMEX C ANPUOPHO HEUZBECMHBIMU CNEKMPAIbHO-KOPPENIYUOHHBIMU XAPAKMEPUCUKAMU NPU
soOynsayuY nepuoda nosmopenus. Ilposeden cpasHUmMenbHblll AHAIU3 CUHME3UPOBAHHBIX U U3BECHIHBIX
aneopummos. YcmanosieHvl CywecmeeHHble 8blucpblid 8 IPHEKMUBHOCTIU PENCEKMUPOBAHUSL NACCUBHBIX
nomex, 00YCIOGIEHHblE COYemaHueM aoanmayuu K KOPPeISYUOHHbIM XAPAKMEPUCIUKAM NOMeXU U
nepecmpouKoll 6eC08020 8eKMOPA 80 BPEMEHU, 00YCN06IEHHOU 800yIAYUel Nepuoda NOSMOPEHUsL.

Knrouesvie cnosa: adanmauu}z; ancoOpummbl pexHCeKmupoBarusl, 606yflﬂl4uﬂ nepuoda nosmoperus,
naccuernvle nomexu, 3gb¢€Kmu6HOCWlb PEAHCEKMUPOBAHUAL.

(©Tlonos 1., 2024

o

10.
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ADAPTIVE PASSIVE INTERFERENCE REJECTION WHEN WOBBLING THE REPETITION PERIOD

According to the criterion of the maximum of the signal-to-noise ratio improvement coefficient averaged by the
Doppler phase shift of the signal, algorithms for adaptive rejection of passive interference with a priori unknown
spectral-correlation characteristics during the wobble of the repetition period are synthesized. A comparative analysis
of the synthesized and known algorithms is carried out. Significant gains in the efficiency of passive interference
rejection have been established due to a combination of adaptation to the correlation characteristics of interference
and a shift in the weight vector over time due to the wobble of the repetition period.

Keywords: adaptation; rejection algorithms; wobbulation of repetition period; passive interference; rejection
efficiency.
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TEJIEKOMMYHUKAILIUOHHBIE CUCTEMBI U KOMIIBIOTEPHBIE CETH
VJIK 004.722

K.A. BATEHKOB, O.H. KATKOB, A.B. KO3JIEHKO

AHAJIN3 ONEPATUBHbBIX HOPM TAPAMETPOB OLLINBOK
KAHAJIOB U TPAKTOB CUHXPOHHOM LIU®POBON UEPAPXUHU

Tloxazano, umo O0CHOB0U onpedeneHuss ONePAMmuBHbIX HOPM 05l MPAKma AGIAOMC obuue
pacyemmble HOPMbL OJ1 CKBO3HO20 COeOUHEHUS. HA NOKA3amenu OuuboxK 0Jis MeNCOYHAPOOHO20 COeOUHEHUs.
Hopmvi, npusedennvie 6 pexomenoayuu ITU-T M.2101 ucnonv3ytomes Ons yKazauus Ha HeoOX0OUMOCHb
BMEUAMENbCMBA NPU THEXHUYECKOM 0OCTYHCUBAHUU U 8800€ 8 IKCIIYAMAYUIO, A NPOYedypa ux NPUMeHeHUs.
AHANO2UYHA UBTIONCEHHOU 011 KAHAL08 U MPAKMO8 NAE3UOXPOHHOU YUDPOBOU uepapxuu, U3ONCEHHOU 6
pexomendayuu ITU-T M.2100, 3a ucknroyenuem npedenvhvix suauenuil. Onpedenenvl 06e cmandapmubvie
ONUMENbHOCIU  UHMEPBANOE UBMEPEHULl NpU KOHMpOLe 60 6peMsi OIKCHIYamayuu (MexHuuecKoo
0OCIYIAHCUBAHUSL), KANCOOMY U3 KOMOPBIX COOMBETNCMBYION CE80U NpedeibHble 3HAYEHUsl NoKa3amerell.

Knrwouesvie cnosa: xavecmso o0Cayicueanus; napamemp owudox, yu@posas cemv, onepamugHvle
HOPMbL, CUHXPOHHAS YUPPOBASL UePaAPXUSL.

@ Bbarenkos K. A., Karkor O.H., Kosnenko A.B., 2024

No5(145)2024




UHopMayuoHHbIe cucmeMbl U mexHosI02uu

CIIMCOK JIUTEPATYPBI

1. Rec. M.2101. Performance limits for bringing-into-service and aintenance of international
multi-operator SDH paths and multiplex sections, 2003-06. — Geneva: ITU-T, 2003. — 52 p.

2. Rec. G.827. Availability performance parameters and objectives for end-to-end international
constant bit-rate digital paths, 2003-09. — Geneva: ITU-T, 2003. — 26 p.

3. Rec. G.826. End-to-end error performance parameters and objectives for international, constant
bit-rate digital paths and connections, 2002-12. — Geneva: ITU-T, 2002. — 34 p.

4. Rec. G.828. Error performance parameters and objectives for international, constant bit rate
synchronous digital paths, 2000-03. — Geneva: ITU-T, 2001. — 24 p.

5. barenkoB A.A., barenkoB K.A., ®okun A.b. Metoas! opmMupoBaHusT MHOKECTB COCTOSHUM
TEJIeKOMMYHHUKAITMOHHBIX CeTer M1 pa3nndHbIXx Mep cBssHoctH // Tpynet CIIMUPAH, 2020. —
T. 19. —Ne 3. — C. 644-673.

6. Rec. M.2100. Performance limits for bringing-into-service and maintenance of international
multi-operator PDH paths and connections, 2003-04. — Geneva: ITU-T, 2003. — 50 p.

Barenkos Kupniia Anexcanaposuy

OI'BOY BO «MHPIA - Poccuiickuil TeXHOJIOTHUECKUN YHUBEPCUTET», T. MOCKBa
JIOKTOp TEXHUYECKUX HAYK, IOLEHT, Mpodeccop

E-mail: pustur@yandex.ru

Karkos Oner Huxonaesnu
OI'’KBOY BO «Axagemus @enepansHo Ciry>k0bI oxpabl Poccuiickoit @enepanuuy, r. Open
Kananpat TexHU4YecKnX HayK, JOIEHT, COTPYIHUK

Ko3nenxo Anapeii Baragumuposuy

OI'BOY BO «MHPIA - Poccuiickuil TeXHOJIOTHUECKUIN YHUBEPCUTET», T. MOCKBa
Kanaugatr TeXHUUeCKUX HayK, JOLEHT

E-mail: tichars@yandex.ru

K.A. BATENKOV (Doctor of Engineering Sciences, Associate Professor, Professor)
MIREA — Russian Technological University, Moscow

O.N. KATKQV (Candidate of Engineering Sciences, Associate Professor, Employee)
Academy of Federal Agency of Protection of the Russian Federation, Orel

A.V. KOZLENKO (Candidate of Engineering Sciences, Associate Professor)
MIREA — Russian Technological University, Moscow

ANALYSIS OF CHANNEL AND PATH ERROR PARAMETERS
FOR COMPLIANCE WITH LONG-TERM STANDARDS

It is shown that the main error parameters are the coefficients of seconds with errors, seconds with significant
errors and blocks with background errors. It is indicated that the standards for the quality of functioning of digital
networks of the interconnected communication network of the Russian Federation are guided by hypothetical reference
paths between endpoints having a length of 13,900 km. The procedure for calculating and analyzing the error
parameters of channels and paths is demonstrated by examples.

Keywords: quality of service; error parameter; digital network; bit error; long-term norms.
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HHDOPMAIIMOHHAA BE3OIIACHOCTb U 3ALLUTA UHD®OPMALIUU
VJIK 004.93
A.A. BABEHKO, A.A. IAHBIIIMHA, H.C. ®EJIOPOB, B.I'. IPUKOB

PA3PABOTKA METOJA 3AIIATHI TPAOUYECKON HHOOPMAIINN
OT YTEYEK B MTHOOPMALIMOHHbBIX CUCTEMAX

B cmamve onucvisaemcs pazpabomannbviii agmopamu Memoo 3auumsl paguyeckoll ungopmayuu
om ymeueKk 6 uH@popmayuonnvix cucmemax. IlIpoananuzuposanvl cmamucmuyeckue OauHbvle Ymeuex
ungopmayuu 3a nepgoe nonyeodue 2024 2o0a, noomeepaicoaouue akmyaibHOCms OGHHO20 UCCAEO08AHUS.
Paccmompenvl  3akonbl U HOpMAmMuUGHO-Npagoevie aKkmvl 04 ONnpeoeleHus yepo3 bOezonacHocmu U
mpebosanuii K 3awume zpaguueckol uH@opmayuu om ymeyex 6 UHDOPMAYUOHHBIX CUCHEMAX.
IIpoananusuposanvl HaAy4HO-UCCIEO08AMENbCKUE pAbOMbL, peulaiowue npobiemy obecnedeHus 3auumol
epagpuueckoil ungopmayuu om ymeuex 8 UHPOPMayuoHnbIx cucmemax. Ilposeden cpagnumenvuvili aHanus
Memooos  obecnevenus sawjumel epaguueckou ungopmayuu. Onuceigaromcs @OYHKYUOHANbHAS U
mMamemamuiecKkas Mooenuy, a maxice apxumexmypa npocpammHo20 KOMNIeKca Ha 0CHO8e paspabomaHHo20
memooa 3aujumel epaguyeckoli uHgopmayuu om ymeuvex 6 ungopmayuonnwvix cucmemax. Codepoicarue
cmamoll  OpUEHMUPOBAHO HA 3awumy 2paguueckoll uH@opmayuu om ymeuek 6 UHPOPMAYUOHHBIX
cucmemax.

Knrwoueevie cnosa: cpaguueckas ungopmayus;, yeposvl 0e30nacHOCMU  KOHQUOEHYUATbHBIM
OQHHbIM,; CBepMOUNble Cemu; KAHAbl nepeoauu OaHHbIX, Memoobl 0becnedeHus 3auumsl OAHHbIX, YMeuKd
KOHQUOEHYUANbHBIX OAHHBIX, UHDOPMAYUOHHAS CUCTNEMA.

@ babenko A.A., lanemuHa A.A., ®enopos H.C., Spukos B.T"., 2024

Ilpoexm npozpammnozo Komniekca 01 npedcmagiien ¢ AkcenepayuoHHO npozpamme Ha dasze
Boal'V 2023 ¢ pamxax peanusayuu ¢heoepanvnozo npoekma «llnamgpopma ynusepcumemckozo
MEXHOI02UYECK020 NPEONPUHUMAMENLCMEA) 20Cy0apcmeennoi npozpammul Poccuiickoit @edepayuu
«Hayuno-mexnonozuuecxoe pazsumue Poccuiickoit @edepauuuy.
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DEVELOPMENT OF A METHOD FOR PROTECTING GRAPHIC INFORMATION
FROM LEAKS IN INFORMATION SYSTEMS

The article describes a method developed by the authors to protect graphic information from leaks in
information systems. Statistical data on information leaks for the first half of 2024 are analyzed, indicating the
relevance of this study. Laws and regulations are considered to determine security threats and requirements for the
protection of graphic information from leaks in information systems. The research works solving the problem of
ensuring the protection of graphic information from leaks in information systems are analyzed. A comparative analysis
of methods for ensuring the protection of graphic information is carried out. Functional and mathematical models are
described, as well as the architecture of the software package based on the developed method of protecting graphic
information from leaks in information systems. The content of the article is focused on protecting graphic information
from leaks in information systems.

Keywords: graphical information; security threats to confidential data; convolutional networks; data
transmission channels; methods of ensuring data protection; leakage of confidential data; information system.
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VIK 004.056

O.M. I'OJIEMBNOBCKAZ, 11.B. TOPEAYEB, E.B. KOH/IPAIIIOBA,
B.IO. IIOIIEHKO, M.1O. PBITOB, A.A. PABLEB, K.E. INHAKOB

PASPABOTKA METOJUKH OHEHKH
HNOTEHIUAJIBHOM OMACHOCTH BHEIIHEI'O HAPYIINUTEJIA

Ungopmayuonnas 6ezonachocms Kax cghepa nabupaem ece Oonvuuue 0b6opomovl. YciodcueHue
2eONONUMUYECKOL 0OCMAHOBKU NOCHOCOOCMBOBALO PE3KOMY POCMY CMAMUCUKU 8 HACMU Peanu3ayuu
amax. Bonvwas yacme uz Hux smo yenegvle APT-amaxu, npu 3mom opeanuzayuu He 20Mogbl K OMPANCEHUIO
OamHOl Y2po3bl.

Kopenv APT-amax — smo mwamenvHass NOO20MOSKA, d, KAk cleocmsue, U  BGblCOKAA
3AUHMEPECOBAHHOCMb 3N0YMbIUIECHHUKA. [N Haubonee ObICmMpo2o VAVYUEHUS CIONCUBLUENICS CUTYayull
cnedyem 6 KOMNIEKCe YYUMbl6amb, KaK MEXHUYEeCcKylo 3auuueHHOCHb 00beKkma, max U acneKmvl
3AUHMEPECOBAHHOCMU OMOEIbHBIX TUY. B pamkax cmamov npeocmasiena KOMIAEKCHASL MEMOOUKA OYeHKU
NOMEHYUATLHOU ONACHOCU BHEUIHEe20 HAPYWUMeNs, NO380IIOUAsl OYeHUMb NOKA3AMeLb NOMEHYUATLHOU
ONACHOCMU  GHEWHE20 HAPYWUMENs, 3A6UCAWULL OM YPOSHI HNOMEHYUANbHOU 3aUHMepecOo8aHHOCTU
BHEUIHEe20 HapYUUmeis U YPOsHs YUPpPosoll 2ucueHvl COmpyoOHUKo8. A maxice CHU3UMb PACCMampugaemble
NOKA3amenu 3a cuem npeodiodceHHbIX peKoMeHoayull no 3awume 00bexma.

Knroueesvie cioea: MHQbOpMaMMOHHaﬂ 6630}’2(,ZCHOCI’}’Ib,' Hapywumeilb, onacHocntv,
3AUHMeEPECOBAHRHOCMb.

@FoneM6I/IOBCKaﬂ 0.M.,, T'opb6aues U.B., Kouapamosa E.B., [Tonreako B.1O., PertoB MLIO., Psoues A.A., [llunakos
K.E., 2024
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DEVELOPMENT OF A METHODOLOGY
FOR ASSESSING THE POTENTIAL DANGER OF AN EXTERNAL INTRUDER

Information security as an area is gaining momentum. The complication of the geopolitical situation
contributed to a sharp increase in statistics regarding the implementation of attacks. Most of them are targeted ART
attacks, while organizations are not ready to repel this threat.

The root of ART attacks is careful preparation, and as a result, the attacker's high interest. For the most rapid
improvement of the current situation, both the technical security of the facility and the aspects of individual interest
should be taken into account in a complex. The article presents a comprehensive methodology for assessing the
potential danger of an external intruder, which allows us to assess the indicator of the potential danger of an external
intruder, depending on the level of potential interest of the external intruder and the level of digital hygiene of
employees. And also to reduce the considered indicators due to the proposed recommendations for the protection of the
object.

Keywords: information security; intruder; danger; interest.
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TPEBOBAHUSA
K 0(pOpMJIEHUIO CTATHU JIf1 ONY0JIMKOBAHUS B sKypHAaJIe
«AHpopManoHHbIe CUCTEMbI M TEXHOJIOT UM

OBIIME TPEBOBAHMUSA

O0beM MaTepuana, MpelaraeMoro K IyOJUKalluu, W3MEPSETCs CTPAHUIAMH TEKCTa Ha JIUCTax
¢opmara A4 u comepxuT OoT 4 10 9 CTPAHUI; BCE CTPAHMIBI PYKOMHCH JOJDKHBI UMETh CIUIOIIHYIO
HyMEpaLuio.

B omHoM cOopHUKE MOXET OBITH OMYyOJIMKOBaHA TOJIBKO OJHA CTaThsl OJHOTO aBTOpPA, BKIIIOYAs
COaBTOPCTBO.

AHHOTAIMK BCEX MYyOJIMKYEMbIX MATepHalOB, KIIOUEBbIE CIIOBA, HHGOpMAIHsS 00 aBTOpaX, CIHHCKU
JUTEPATYphl OyIyT HAXOAUTHCS B CBOOOIHOM JIOCTYIE HA CaliTe COOTBETCTBYIOIIETO JKypHAJia U Ha caiTe
Poccwiickoit Hay4uHOI 2nexTpoHHOMN 6nbmmoTexn — PYHOb (Poccuiickuii nHAEKC HAyIHOTO AUTUPOBAHUS).

IMoMumo crTaThl aBTOPBI JIOJDKHBI TPEACTABUTH 3aKIOYEHHE O BO3MOXHOCTH OTKPBITOTO
OITyOJIUKOBAHUS CTAThHU.

TPEBOBAHMS K COJAEPKAHUIO HAYUHOM CTATBA

HayuHnast ctaThs, npeocTaBisieMas B JKypHaJbl, JOJDKHA HMETh CJCIyIOIIUE 00M3aTelbHbIe
BJICMCHTHI:

— TIOCTaHOBKa MPOOJIEMBI WIIH 33a]]a4X B OOIIEM BUJIE;

— aHaJU3 JTOCTWXXKCHHUHA M MyONHKAIMi, B KOTOPBIX MpeIaraeTcsl peuicHue JaHHOW MPOOIeMbl HITH
3a]]a4u, Ha KOTOPBIC OMIMPAETCS aBTOP, BBIJICIICHHUE HAYYHOW HOBU3HBL,

— HCCIIENOBATENBCKAs YacTh,

— 00OCHOBAHUE MONyYCHHBIX PE3yIbTATOB;

— BBIBOJBI MO JAHHOMY WCCIICJIOBAHUIO M TEPCIEKTHBBI JaNbHEUIIEr0 pa3BUTHSA JaHHOTO
HaTpaBJICHUSI,

— Oubnuorpadusi.

TPEBOBAHUSA K O®OPMJIEHUIO HAYYHOM CTATHBA

Cratest nomkHa ObITh HaOpana mpudtom Times New Roman, pasmep 12 pt ¢ oguHApHBIM
HWHTEPBAJIOM, TEKCT BBIPABHUBACTCA IO IIMPHUHE; a03alHbIi oTcTyn — 1,25 cM, mpaBoe moje — 2 ¢M, JIEBOE
roJie — 2 CM, TIOJIsS BHU3Y U BBEPXY — 2 CM.

Oobs13aTeJIbHBIE JJ1EMEHTBI:

- YIK

— 3arJiaBue (Ha pyCcCKOM M aHIJIMIiCKOM fI3bIKAX)

— aHHOTanusA (HA PyCCKOM M aHIJIMICKOM fI3BIKAX)

— KJIIOYeBbIE CJIOBA (HA PYCCKOM M aHTJIMIICKOM fI3LIKAX)

CIHUCOK JINTEPATYPHI, HA KOTOPYIO aBTOP CCHUIAETCS B TEKCTE CTATHH.

TABJH/ILII)I PUCYHKU, ®OPMVJIbI

Bce Tabnuibl, pUCYHKH W OCHOBHBIE (DOPMYIIBI, TMPHUBEJCHHbIE B TEKCTE CTaTbU, JOJDKHBI OBITh
MTPOHYMEPOBAHEI.

®opmyabl crienyeT HabupaTh B peaakrope hopmya Microsoft Equation 3.0 ¢ pasmepamu: 0ObIuHbI#
mpudpt — 12 pt, kpynueiii uagexkc — 10 pt , menkuit mHAeke — 8 pt. DopmyJbl, BHEIPEHHbIE KaK
u3odpakenne, He jgomyckarorcs! Pycckme wu rpedeckne OykBb, a Takke 00O3HaueHUS
TPUTOHOMETPUUYECKUX (YHKIMA HAOMPAIOTCS MPSAMBIM MIPUPTOM, JIATHHCKUE OYKBBI — KYPCUBOM.

Pucynku u qpyrue WIUTIOCTpalun (4epTeku, Tpaduku, CXeMbl, JHarpaMMbl, (POTOCHUMKH) CIETyeT
pacronaraTh HEMOCPEJCTBEHHO MOCIe TEKCTa, B KOTOPOM OHHM YIOMHHAIOTCS BIEpBbIe. PUCYHKH, YHCIIO
KOTOPBIX JIOJDKHO OBITH JIOTHUECKH OTNPaBJIaHHBIM, MPEACTABISIIOTCS B BUAE OTACIBbHBIX (ailioB B opmate
*.eps (Encapsulated PostScript) umu TIF pasmepom re menee 300 dpi.

CBEJEHHUSA OB ABTOPAX
B xonue crateu npuBoastcs Habpanusie 10 pt cBenenus 00 aBTOpax B TakoW MOCIEIOBATENIBHOCTH:
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