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UHopMayuoHHbIe cucmeMbl U mexHosI02uu

MATEMATHYECKOE U KOMIIBIOTEPHOE MOJIEJIUPOBAHUE
YK 681.518

A 1. AJIMEBA, X.I'. ACAJIOB, V.X. TAPBEPJIMEBA

PA3BUTHUE METOJIA
JUCKPETHO-BAPUAIITMOHHOU OIITUMU3ALINU I'OJIOHOMHBIX
NHO®OPMAINIMOHHbLIX CUCTEM

H3znooicenvt meopemuueckue OCHO8bl OQNbHeUUle20 pa3sUmMus. panee NpPeoNoNCeHHO20 Memooa
OUCKPEMHO-6APUAYUOHHOU ONMUMU3AYUU UHDOPMAYUOHHBIX cucmeM. Paccmompena 3adaua, uneepcnas 8
OMHOWIEHUY  3a0auy, pewaemMol 6 paHnee ONYOIUKOBAHHOM Memooe  OUCKPEMHO-6apUaAyUOHHOU
ONMUMU3AYUU 20JIOHOMHBIX UHGOpMayuonnvix cucmem. Cgopmyruposana 3aoaua OmulCKAHUA YCIO0GUL,
koeoa nekomopas gyuryus yy(t),y0osremeopsiowas HeKOMOPOMY 0ZPAHULUMENLHOMY YCL08UIO U OMIUYHAS
om ¢yukyuu w(t), maxoce yooenemeopsioweln IMOMY O0SPAHULUMENLHOMY YCIOBUIO U  AGAAIOWAACS
9KCMPEeManvlo 3a0aqu 0e3yClo6HOU 6aPUAYUOHHOU onmumuzayuu ¢ unmepeane 0—ty modcem npusecmu K
bonvuell senudune yeneeo2o QYyHKYUOHaia smou 3aoadu bezycroenol onmumuzayuu 6 unmepeane 0=t 2oe
t1<to, uem 3nauenue smoeo yeneeozo ynkyuonaia npu YKasanHou sxcmpemanu. Pezynomamul, nonyuennvie
6 OaHMOU cmambve, MO2Yym OblMb NONE3HLIMU NPU NPOESKMUPOBAHUU ONMUMATLHBIX UHGDOPMAYUOHHBIX
cucmem u, 8 4aCMHOCMU, CUCeEM OUCTNAHYUOHHO20 30HOUPOBAHIAL.

Knwoueswvie cnosa: ungopmayus; onmumusayus,; QYHKYUOHAN, 6apUAYUsL; cCUCEMA.
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DEVELOPMENT OF METHOD
OF DISCREET VARIATION OPTIMIZATION OF HOLONOMIC INFORMATION SYSTEMS

The theoretical basics for further development of previously suggested method of discreet-variation
optimization of information systems are described. The task is considered matter of which is inversely linked with
previously published method of discreet- variation optimization of holonomic information systems. The task is
formulated devoted to search of conditions when some function w(t), meeting some limitation condition and differing
from other function w(t) also meeting said limitation condition and known as solution of task on non-conditional
variation optimization at the interval of 0—t, could lead to more value of target functional of this task at the interval
0=+t where 11 <to,

Keywords: information; optimization; functional; variation; system.
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VJIK 681.5.08

M.J. BAKHMH, I".C. BACUJIBEB,
O.P. KY3MUKHH, E.C. TIAHBKHHA, JI.1. CYPXHUK

INPUMEHEHHUE ®A30OMETPUHYECKOI'O METOJA
JJIA TEO3JEKTPUYECKOI'O KOHTPOJIA
BO3HUKHOBEHUSA HE®TEIJIAMOBBIX ITPOJINBOB
HA IVIOIMAIHBIX OBFBEKTAX TOIIVIMBHO-OHEPTETUYECKOI'O KOMIIVIEKCA

B nacmosiwee epems 6 muposoii negpmanoil unoycmpuu esice2o0no mepsiemcst oonee 50 MaH. MOHH
CHIPbSL, UMO NPUBOOUM K NOBCEMECIMHOMY IKOIOSUYECKOMY 3A2PA3HEHUI0  OKpycaiouell cpedvl
Heghmenpodykmamu, U3 KOMOPbLIX 3HAYUMENbHYIO O00II0 COCHABIAION Hehmeunamol, npedcmasiaouue
co001l CroJICHble PUBUKO-XUMUYECKUe CMeCU, cooepicawyue JlecKue pakyuu, Yukiuveckue y2ne6000poobl,
cmMonbl, acgharebmenvl U coeouneHusi cepvl. Hanuuue cywecmeennozo 6nusHus He@mewnramos Ha
21EKMPONPOBOOHOCIIL U OUITEKMPUUECKYIO NPOHUYACMOCHIb 2€0102UHeCKUX cped, 8 KOMOopble 803HUKAIOM
NpPOUBHI, NO360JIULO COENAMb 8bIBO0 O MOM, UMO 05 ABMOMAMUIUPOBAHHO20 OOHAPYHCEHUSL U KOHMPOIS
ymeyeK Ha NIOWAOHBIX 00BeKMax MONIUBHO-IHEPSETNUYECKO20 KOMIIEKCA MO2ym Oblmb UCHOIb308AHDL
PA3uyYHble 8apUAyUL MEMOO08 2e0INeKMPULecKo2o Monumopunea. Ilpu smom doxasano, umo 0OHUM U3
NEPCNeKMUBHbIX ~ CHOCOD08  OCYWecmeieHusi  OAHHO20 — MOHUMOpUH2Ad — A6IAEMCA  UCNOJb308AHUE
dazomempuueckozo memooa, obnadaruezo NOBLIUEHHOU YYECMEUMETbHOCMBIO U HOMEXO3AUULEHHOCTBIO
1O CPABHEHUI0 ¢ MPAOUYUOHHBIMU AMIIUMYOHBLIMU NOOX00amu. [[na oyenxu s¢ghgexmuenocmu 0aHHOO
Memooda NpoedeHO HAMypHoe MOOenuposanue HemMewnIamosplx NPOIUBO8 U UX OOHApYJiCeHue ¢
UCNIONIb308AHUEM CHREYUATbHO PA3PAOOMAHHOU UZMEPUNENTbHOUpA30MEMPUYECKOL YCIMAHOBKU U MaKemd-
MoOdenu NiowaoH020 00beKmMa MONIUBHO-IHEPSEMULECKO20 KOMNIEKCd, NO NOAYYEHHbIM DPe3yabmamam
cOenamvl COOMBemcmayiouie 8b1800bl, HaMeYeHbl HANPABIeHUS OATbHeUUX UCCTIe008AHUIL.

Knrouesvle cnoea: nepmewnamogvle  Npoaugvl;,  MONIUGHO-IHEPLEMUYECKUN  KOMNIEKC,
2€02JIeKMPUYecKull KOHMpOb, hazomempuieckuti Memoo.

Paboma evinonnena npu noooepyucke cpanma PODOH 19-38-90261 «Hccnedosanue u
paspadbomka cucmemvl KOHMPOIA HEPMEWIAMOBHIX RPOIUEOE (PA3ZOMEMPUUECKUM 2€0IIEKMPULECKUM
Memooom» U 8 pAMKAX 6blHOIHeHusn zocyoapcmeennozo 3adanus FZWG -2020-0029 «Paszpabomka
meopemuyecKux 0CHO8 nocmpoenus UHDOPMAUUOHHO-AHATUMUYECKO20 obecneuenusn
MeNeKOMMYHUKAYUOHHBIX CUCHEM 2€0IK0TI0CUYECKO20 MOHUMOPUH2A NPUPOOHBIX PECYPCO8 8 CeIbCKOM
xo3aicmeen.
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APPLICATION OF THE PHASOMETRIC METHOD FOR GEOELECTRIC CONTROL
OF OIL SLUDGE SPILLS AT AREA FACILITIES OF THE FUEL AND ENERGY COMPLEX

Currently, more than 50 million tons of raw materials are lost annually in the world oil industry, which leads
to widespread environmental pollution of the environment with oil products, of which a significant proportion is oil
sludge, which are complex physicochemical mixtures containing light fractions, cyclic hydrocarbons, resins,
asphaltenes and sulfur compounds. The presence of a significant effect of oil sludge on the electrical conductivity and
dielectric constant of geological media, in which straits arise, made it possible to conclude that various variations of
geoelectric monitoring methods can be used for automated detection and control of leaks at areal facilities of the fuel
and energy complex. At the same time, it has been proven that one of the promising ways to implement this monitoring
is the use of the phase-measuring method, which has increased sensitivity and noise immunity compared to traditional
amplitude approaches. To assess the effectiveness of this method, full-scale modeling of oil sludge spills and their
detection was carried out using a specially developed measuring phase meter and a mock-up model of an area object of
the fuel and energy complex, based on the results obtained, appropriate conclusions were made, and directions for
further research were outlined.

Keywords: oil sludge straits; fuel and energy complex; geoelectric control; phase-metric method.
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B.C. 3ASIKMH, A H. PABYUEBCKUM, E.A. PABYUEBCKUI

BBIABJEHUE MOCTOB B KIIACTEPHbBIX CETAX
N OHEHKA UX YPOBHA HH®OPMALIMOHHOI'O BJIMAHUSA

3adaua  eviasnenus  noavzoeameneli, MAKCUMAIbHO — CHOCOOCMBYIOWUX — PACHPOCMPAHEHUIO
uHgopmayuu u pocmy UUCIA YYACMHUKOS COYUANbHBIX cemell OYeHb 6adCHA OJi NpeoOmEpaujeHUs.
PACNpOCmpanerusi UPYCHO20 KOHmeHma, ¢helikoe u Opyeol O0ecmpyKmueHou ungopmayuu. B cmamve
NpeonodiceHa MemoouKa 6biAsleHUs Haubonee GIUAMENbHbIX NOAb308AMeNel COYUANbHLIX —cemell,
COEOUHAIWUX Klacmepbl (CO0bWecmaa) ¢ A0pom cemu U 8bINOTHAIOWUX POlb MOCHIO8 8 APKO BbIPANCEHHBIX
KAACMEPHBIX CemsX, OCHOBAHHAS HA OPUSUHATILHOU MempuKe YEeHMpPAaibHOCIMU NO 636CUEHHOMY GKIADY.
Ilpeocmasneno onucanue Mempuxu u ai2opumm ee Gbl4UCieHUsl.

Knroueswvie cnosa: CoyualbHvle cemu, KilacmepHvle cemu, mocnibl,; onpedeﬂenue mocmoes,
UEHRmMpAajlbHOCNb, 636€ULCHHbLI BKILAO.
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IDENTIFYING BRIDGES IN CLUSTER NETWORKS
AND ASSESSMENT OF THEIR LEVEL OF INFORMATION INFLUENCE

The task of identifying users who maximize the dissemination of information and the growth of the number of
participants in social networks is very important to prevent the spread of viral content, fakes and other destructive
information. The article proposes a methodology for identifying the most influential users of social networks connecting
clusters (communities) with the network core and acting as bridges in cluster networks, based on the original measure
of weighted contribution centrality. A description of the measure and an algorithm for its calculation are presented.

Keywords: social networks; cluster networks; bridges; bridge definition; centrality; weighted contribution.
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YK 004.852
C.B. 3YEB, I1.C. KABAJISIHII, B.M. IIOJIZIKOB

BBISIBIEHUE AHOMAJINI B IIOTOKE C TIOMOIIBIO ®PAKTAJILHOM
PASMEPHOCTHU I'PA®A HEUPOHHON CETH OBPABOTKH JJAHHBIX

B oannoii pabome npeonazaemcs ucnonvzogams cnekmp QpakmaibHOU pasmepHocmu Oisi AHAIU3A
HEUPOHHOU cemu, OOYYEeHHOU HA PA3IUYHbIX 6XOOHLIX OAHHLIX. [l UCKYCCMEEHHOU HeUpOHHOU cemu
NpsAMO20 PACNPOCMPAHEHUsL YKA3AH ANCOPUMM NOCMPOeHUsT (QPAKMATbHOU CMPYKMYpbl, Ompaxicaioujeti
ces3u u eeca cemu. bvliu noayuenvl oyeHku O GPAKMATLHOU PAMEPHOCIU CIMPYKMYPbl, CE83AHHOU C
HelipouHoll cemvio. Ha ocnosanuu nonyyeHHvix OyeHoK 6vl08UHyma eunomesa 00 UHEAPUAHMHOCTHU
@dpaxmanvuoli  pazmepHocmu 078 KOPPEeKMHuIX  Oanuwlx. Illpusedenvt pe3yibmamsl  YUCIEHHOZO
IKCnepuMenma u OHU noomeepicoaiom smy eunomesy. B oanvhetiwem npeononacaemcs paseumue
NOIYYEHHBIX Pe3yIbmamos 0Jisl HeUPOHHLIX cemell 60aee CLONCHOU CIMPYKMYpbL.

Knwuesvie cnoea. ungopmayuonnas 0Oe3onacHocmv; pacnosHaganue obpazos; gpakman;
HeUPOHHAs cemb, PpaKmanbHasi pa3sMepHOCb.

Paboma evinonnena npu noooepiicke zpanma PODU, npoexm Ne 19-29-09056 mk .
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DETECTION OF STREAM ANOMALIES BY MEANS OF THE FRACTAL DIMENSION
OF THE GRAPH CORRESPONDING TO THE DATA PROCESSING NEURAL NETWORK

In this paper, it is proposed to use fractal dimension specter to analyze the neural network, trained with

different input data. For an artificial neural network of direct propagation, an algorithm for constructing a fractal
structure that reflects the connections and weights of the network is indicated. Estimates were obtained for the fractal
dimension of the structure associated with the neural network. Based on the estimates obtained, a hypothesis is put
forward about the invariance of the fractal dimension for correct data. The results of a numerical experiment are
presented, and they confirm this hypothesis. In the future, it is planned to develop the results for neural networks of a
more complex structure.
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VJIK 004.75
1.B. JIOTUHOB, J1.I0. CTAPLIEB

AJITOPUTM OIITUMAJIBHOI'O PASMEINEHUA BECITPOBO/JHbIX
BUJAEOCEHCOPOB B BBICTPOBO3BOJIUMbIX CUCTEMAX MOHUTOPUHT' A
N OXPAHBI OBBEKTOB

B cmamve paccmampusaemcs  npobrema  ONMUMANLHO20 — pasmeujeHus  Oecnpo8oOHbIX
8UOE0CEeHCOPO8 (Kamep 8UOeOHAbNII00eHUs) 8 YCI0BUAX OZPAHUYEHHOCMU Pecypca NPONYCKHOU CHOCOOHOCHU
paouokananog ceasu. Hanuuue 08X OCHOBHbIX YCO8Ull pasmeujeHus — mpeOoS8anHull K 30He NOKPbIMus
HAO0OeHUeM U 02PAHUYEHULl NPONYCKHOU CHOCOOHOCMU KAHANO08 C6A3U 0DOCHO8bI8AEm HEeO0OX00UMOCHb
CO30aHUA  OBYXKPUMEPUATILHO20 —ANROPpUMMA  pasmeujenus euoeocencopos. Ilpusedena gopmanvhas
NOCMAHOBKA 3A0a4U ONMUMATLHO20 NOKPLIMUAL MepPUmopuu 00vekma 6ecnpo8oOHbIMU 8UOEOCEHCOPAMU 8
@opme 3a0auu norHO20 NOKPLIMUSA 30HbI HAONIOOEHUs NPU 02PAHUYEHUU HA NPONYCKHYIO CHOCOOHOCMb
Kkananog ceasu. llpeonodcen 08YXKpUMEpPUANbHbIIL ANOPUMM ONMUMANLHO20 PA3ZMeUjeHUs 8UOe0CeHCOPOos
Ha OcHoge @DOopmMuposanusi 6Aa308020 CNJIOWHO2O NOKPbIMUS YNOPAOOUEHHbIMU —2eOMEeMPUYeCcKUMU
Queypamu. Ocpanuyenus Ha 06IACMU PAIMEUeHUsL BUOEOCEHCOPO8 YYUMbBIBAIOM NymeM NOCIe008AMENbHbIX
2eHepayull HOBbIX pasmewjeHull ¢ UCNOIb308anuemM cmoxacmudeckol onmumusayuu. IIpueeoen npumep
NPUMEHEeHUs. aneopumma OJis NOKPbIMUs 30Hbl OeMeKMUpo8anus 00beKma ¢ npuUMeHeHuem npocpamMmHo20
cpeocmea agmoMamuyecko20 pasmeuerus 6U0e0CeHcopos (Kamep 8U0eoHAOI0eHUs) U PEMPAHCIAMOPOs
Ha cxeme 0ObeKma.

Knrwoueevie cnosa: cucmema  Qusuueckou  3auumvl,  BPEMEHHO  OXPAHAEMblll  0ObeKm,
BUOCOHAONIO0EHUEe, ONMUMUZAYUS paAMeuerHUsl;, OeCcnposoOHas nepedaya OAHHbIX, I8PUCMUKA, pYOexCcu
0emeKmupo8anus.
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ALGORITHM FOR OPTIMAL PLACEMENT OF WIRELESS VIDEO SENSORS

IN FAST DEVELOPMENT FACILITIES MONITORING AND PHYSICAL PROTECTION SYSTEMS

The article considers with the problem of optimal placement of wireless video sensors (video surveillance
cameras) in conditions of limited resource bandwidth of radio communication channels. The presence of two main
placement conditions — requirements for the surveillance coverage area and restrictions on the bandwidth of
communication channels-justifies the need to create a two-criteria algorithm for the placement of video sensors. A
formal statement of the problem of optimal coverage of the objects territory by wireless video sensors is presented in
the form of full coverage of the observation area problem subject to the bandwidth of communication channels limit. A
two-criteria algorithm for optimal placement of video sensors based on the formation of a basic continuous coverage
with ordered geometric shapes is proposed. Constraints on the placement areas of video sensors are taken into account
by sequentially generations of new placements using stochastic optimization. An example of the application of the
algorithm for covering the detection zone of an object using a software tool for automatically placing video sensors
(video surveillance cameras) and repeaters on the object scheme is given.
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HHDOOPMALIMOHHBIE TEXHOJIOI'H B COL{UAJIPHO-ODKOHOMHUYECKHUX
U OPI'AHU3ALIMOHHO-TEXHUYECKUX CUCTEMAX

YK 004.93

I1.0. APXUIIOB

OBPATHASA 3AJTAYA OBHAPY KEHUSI AHOMAJIUIA
HA TIAHOPAMAX MHCIIEKTUPYEMOM MECTHOCTH

B cmamve aemop onucvigaem mexHoIO02UI MOOETUPOBAHUSI «UCKYCCMBEHHOU HOOCMUNAIouel
N0BEPXHOCMUY, CO30AHHOU HA OCHO8e nonyyenHbix danubix ¢ BIIJIA. Ocnosnas udes UIIII 3axntouaemces 6
U320MOGAEHUU U300PANCEHUSL, MOOETUPYIOWE20 perbedh MeCmHOCIU, 00 pA3MEWeHUs Ha HeM KaKux- aubo
00vexmog cmpamezuvecko2o HasHauenus. llpednoswcena mexnonocuss co30aHusi HOBOU CMOOETUPOBAHHOU
NAHOPAMbL MeCMHOCMU, Komopyl 0ydem eudemv Heonoznaunwvii BIIIA, cosepwarowuii obrem yyoicot
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meppumopuy ¢ npumenenuem Kaxou-iubo muccuu. Ilpeonacaemcs pewenue oOpamuou 3a0auu HOUCKA
AHOMANUL HA PA3ZHOBPEMEHHBIX NAHOPAMAX.

Knrouesvle cnoea: aspogpomocwvemka; namopama, OeCRUlOMHbIL JlemMameibHblll annapam, OpoH,;
0coOble MoUKU, U300padiceHue; UCKYCCMEEHHAs NOOCIMUNAIOWAs NOBEPXHOCHb.
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INVERSE PROBLEM OF DETECTING ANOMALIES ON PANORAMAS OF THE INSPECTED AREA

In the article, the author describes the technology of modeling the «artificial underlying surfacey, created on
the basis of the data obtained from the UAV. The main idea of the IPP is to produce an image that simulates the terrain,
before placing any strategic objects on it. The technology of creating a new simulated panorama of the area, which will
be seen by an unidentified UAV flying around a foreign territory with the use of a mission, is proposed. The solution of
the inverse problem of finding anomalies on multi-time panoramas is proposed.

Keywords: aerial photography; panorama; unmanned aerial vehicle; drone; special points; image; artificial
underlying surface.
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YK 621.396.1
AS.TAAB, TU. I'VIIFAIEBA, C.A. POJUMIIEB

OLEHKA YPOBHS GSM CUTHAJIA JJIs1 PELIEHUSA 3ATAY
[IA®POBOM TPAHC®OPMAIIUU CEJBbXO3NPOU3BOJICTBA

Peanuzayus 3a0au npeyuzuonHozo semnedenus 6 CelIbCKOXO3AUCMBEHHOM NPOU3BOOCHEe MeCHO
ceszana ¢ npobaemotl yemounusoti GSM ceészu 6 pescume peanvroco spemenu. I apanmuposannoe on-line
coeOuHeHUue ¢ 00beKMoM MOHUMOPUH2A, KOHMPOJISL U YAPAGIEeHUsS MOJicem Oblmb 00ecneyeHo Iutdb npu
onpedenennom yposwe mowrocmu GSM cuenana 6 oannvix ycnosusix. B cmamve npednazaemcs ancopumm
oyenxu ypoenss GSM cuenana 6 noneswix ycnosusix. Memoouxa moscem 6vimsb UCNOAbI0BAHA OISl NPUHSAMUS
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000CHOBAHNBIX peuleHUll Npu 6HeOpeHUU MEXHOA02UU, MPeOVIOWUX YOAIeHHbIX YAPAGIeHUs U KOHMPOTA, 8
MOM HUCTe, 8 PENCUME PEANbHO20 PEMEHI.

Knrouesvie cnosa: yughposoe cenvcroe xossiicmeo;, GSM coedunenue; pexcum peanvbHo2o epemeHi,
MOWHOCMb PAOUOCUSHANA, PAOUO0OCTIe008aHUe.
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YK 007.3
A.B. KOCBKUH, C.B. HOBUKOB, A .IO. YXXAPUHCKUI

AJJAIITUBHOE YIIPABJIEHUE
OBPA3OBATEJIBHBIM ITPOHECCOM
B CUCTEMAX JJIEKTPOHHOI'O JUCTAHIHMOHHOI'O OBYUYEHMUSA

B cmamve paccmompenvi cywecmsyrowue MmMemoovl YApasieHusi 00pa30eamenbHblM NpPoYeccom
NPUMEHUMENIbHO K 8O3MOJICHOCWAM —UX —AOANMAyuUU 6 COBPEMEHHbIX CUCTHEeMAX — 3IIeKMPOHHO2O
OUCMAaHYUOHH020 00yyeruss. Onucansvl OCHOBHbBIE 3A0aYU CUCTIEM IIEKMPOHHO20 OUCAHYUOHHO20 00YYeHUS
u memoowvl ux peuienus. Paccmompenvt memoovl adanmayuu 00paAz08amMeENbHO20 npoyecca Noo
UHOUBUOYANIbHbIE  OCODEHHOCMU — 00yHarowe2o0cs,  ONUCAHA  MoOelb  A0AnmueHO20  YNPAGIeHUs
00pazo6amenbHLIM NPOYECCOM 8 CUCTNEMAX INEKMPOHHO20 OUCMAHYUOHHO20 00VUEHUSL.

Kntouesvle cnosa: ynpasienue o00pazo8amenbHbIM HPOUECCOM, INEKMPOHHOE OUCMAHUUOHHOE
obyuenue; aoanmayus 06pa308amenbHO20 NPoYecca; UHOUBUDYATbHASL 00PA308AMENbHASL MPAEKMOPUSL.

CIIMCOK JIUTEPATYPbBI

1. Tabauyk H. [1. Undopmaruzanms ymnpapieHns 00pa3oBaTelbHBIM IPOIECCOM: yueld. mocooue. —
B 2 4. - Y. 1. — Xabaposck: U3n-Bo Tuxookean. roc. yH-Ta, 2018. — 140 c.

2. MummuH [I.B. u ap. Opranuzaiusi TUCTaHIIMOHHOTO 00y4YeHus Ha 0a3e pernOHAbHONW CHCTEMBI
AIIEKTPOHHOTO M JTUCTAHIIMOHHOTO oOydeHHs Braaumupckoii obiactu: yd4eOHO-METOIUIECKOe
moco6wue / JI.B. Mumun, H.H. JlyopoBuna, B.A. Ilonskosa, E.B. Oneitauxosa, U.}O. MummnHa.
— Bramumupckuii ”HCTHTYT pa3BUTHs 0O0pazoBaHus. — Bmagumup, 2020. — 242 c.

3. Kapmos JLE., IOmun B.H. ApantuBHOEe ympaBieHWe MO MpeleAeHTaM, OCHOBAaHHOE Ha
KJaccu(uKaIMy COCTOSHUN yrpaBisieMbix 00bekToB // Tpynst UCIT PAH, 2007. — Ne 2. — C.
37-58.

4. Bynsdos B.3., Banos B./l., Mensies A.®. [lenaroruka: yueOHoe nocodue s OakanaBpoB /
ITox pen. I1.W. [Tuakacuctsrii. — M.: FOpaiit, 2013.

5. Vxapunckuii A.JO., Kocekun A.B. Opranuzanusi nepcoOHU(HUIMPOBAHHOTO AJANTHBHOTO
oOydueHHss B IU(POBOI 00pa30oBaTeNbHOW cpele ¢ NMpuMeHeHueMm TexHosoruii big data //
NudopmalnimonHble TEXHOJIOTHH B Hayke, oOpa3oBaHuu 1 nipon3BozcTee: VII Mexaynapoanas
Hay4yHO-TeXHUYeckass koHdepenuus (17-19 oxkrsadps 2018 r. Benropom): cOOpHUK TpyaOB
koH(pepennuu. — benropon: M3garensctBo OO0 «'uKy», 2018. — C. 510-515.

6. VYxapunckuii A.JO. Mopgens mporecca oOyueHuss B aJaNTHBHOW aBTOMATHU3UPOBAaHHOMW
MHTEIJICKTYaJIbHON 3JICKTPOHHOH oOpa3oBaTenbHOU cpeae // [lpukiamHas MaremaTHKa U
nHPOPMATHKA: COBPEMEHHBIE HCCIIEIOBAaHUS B O0JIACTH €CTECTBEHHBIX M TEXHHYECKUX HAyK:
Marepuanel VI MexayHapoqHOH Hay4dHO-TIPAKTHUYECKOW KOH(epeHIwH (IIKOIBI-CEMUHAPA)
MOJIOZIBIX yueHbIX. — TonbsarT: M3marensctBo TI'Y, 2020. — C. 443-448.

7. TOCT P 52653-2006. HanmonanbeHetii cranmapt Poccutickoit @enepanuu. UadopmanmonHo-
KOMMYHHKalIMOHHBIE TEXHOJIOTUN B 00pa3oBaHuU. TepMHUHBI U onpeaesieHus (yTB. U BBEACH B
neiicreue [Ipukazom Poctexperynuposanus ot 27.12.2006 N 419-cr).

8. Ilnsanuna C.®. Cemenonckuii T.B. Meroauka snektponHoro ooOyuenus / Ilox pex. B.U.
3arsg3uHckoro. — TromeHns, 2015. — 55 c.

Kocbkun Anexkcanap BacuibeBuu

OI'BOY BO «Opnosckuii rocympapctBenHbIi yHUBepcuteT nmeHu U.C. TyprereBay, . Open

JlokTop TexHWuYecKMX Hayk, npodeccop, aupekrop Jlemapramenra WH(OpPMAaTH3aLUU U HEPCIEKTHBHOTO
pa3BUTHSA

Ten.: 8 (4862) 41-98-15

E-mail: koskin@ostu.ru

Ne5(127)2021



UHopMayuoHHbIe cucmeMbl U mexHosI02uu

HoBuxos Cepreii Biragumuposuna

OI'bOY BO «Opnosckuii rocynapcrseHsslil yausepcureT umenu U.C. Typrenesay, r. Open
Kannunar TeXHU4eCcKuX HayK, AOLEHT, aupekTop LlenTpa nnpopmaruzanuu

Ten.: 8 920 287 66 70

E-mail: sergl11@list.ru

Y:ikapunckuii AuTon IOpseBuy

®I'BOY BO «Opnosckuii rocynapcTBeHHbI yauBepeuteT nmeHu V.C. Typrenesay, r. Open
Kangunar TeXHHYeCKHX HayK, NOLCHT Kadeapbl HHYOPMAMOHHBIX CHCTEM U LU(POBBIX TEXHOJIOTHH
Ten.: 8910 264 56 76

E-mail: udjal89@mail.ru

A.V.KOS’KIN (Doctor of Engineering Sciences, Professor,
Director of the Department of Informatization and Prospective Development)

S.V. NOVIKOV (Candidate of Engineering Sciences, Associate Professor, Director of the Center for Informatization)

A.Yu. UZhARINSKIJ (Candidate of Engineering Sciences,
Associate Professor of the Department of Information Systems and Digital Technologies)
Orel State University named after 1.S. Turgenev, Orel
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TEJIEKOMMYHUKAIITHOHHBIE CUCTEMbBI U KOMIIBIOTEPHBIE CETH

VIK 519.856 }
O.A. BEJIOLIEPKOBCKMU, J.E. MUCTPOB

OCHOBHBIE ITIOJIOXKEHUA METOJA CUHTE3A
WH®OPMAIIMOHHO-OBYYAIOIIAX CUCTEM IOUCKA HEUCIIPABHOCTEM
B PAINOSJIEKTPOHHBIX OBBEKTAX

IIpusoosmecsa ocHOGHblE NONOJNCEHUS MemOoOa CUHME3A UHPOPMAYUOHHO-00YUAIOWUX CUCEM ONls
NOUCKa U YCMPAHEHUs HeUCNpagHOCmel 6 CIOJMCHBIX PAOUOIIEKIMPOHHLIX 00bEeKmax pasiuiHo2o
@dyHKyuonanbHo20 HazHauenus. Bwinoanena gopmanuzayus 3a0auu CUHmMe3’a MAaKux cucmem u 3a0au
NPUHAMUA peuenull N0 NoKa3amenio 8epOSMHOCHb GbINOIHEHUS 00YUAIOWUMUCS 3A0AHHO20 KOIUYEeCmEd
V4eOHbIX 3a0a4 No NOUCKY U YCMPAHEHUIO HEUCNPABHOCMEN HA 2NeMEHMAax paouodieKmpoHHbIX 00bEeKMo8 3d
oupexmueroe gpems. Memoo 0cHO8bIBaAeMCA HA UCNONBL30BAHUU MeopuU 2pados, Memooo8 OUHAMULECKO20
npoSpamMMuposanusl, @emeel U 2paunuy Oas 0O0O0CHO8AHUS ONMUMANLHO20 (Kpamuauuie2o) nymu HOUCKA
HeucnpasHocmell 3a cuem npeocmaesienus snemenmos cmpykmypol POO ¢ UOC 6 eude eepuun epagpos u
cesazell (8 gude 0ye) medxncoy Humu, uoeHmupuyupyrowux npucywue OAHHOMY YpPOGHIO me unu opyaue
neucnpasnocmu. Hngopmayus o neucnpasnocmax 6 HOC gopmupyemces na ocnose ananuza, 000CHO8aHUA U
onmumuzayuu QYHKYUll NOUCKA HEeUCHpagHocmell C NOMOWbIO BCMPOEHHbIX MOYeK OUACHOCTUYECKO20
KOHMPOIsA,  (PopMUpyemMbIX COBOKYNHOCbIO 6CMPOEHHbIX 6 annapamypy cpeocme OUdcHOCMUKU U
OONOHUMENbHBIX MOYEK OUACHOCMUYECKO20 KOHMPOJs (0uanoea), peuleHusi 0 HeUCnpasHoCHAX 8 KOMopbvlx
NPUHUMAIOMCA 8 NONYASMOMAMUYECKOM pedcume UL  BPYUHYIO  OOYUAIOWUMUCA C  UCNOTb308AHUEM
KOHMPONbHO-NPOGEPOUHOU  annapamypel — obwe2o  Hasuavenus.  [louck — onmumanbHo2o — peuwienust
OCYWeCmBnaemcs Ha 0OCHO8e hopMuposanuss 06acmu OONYCMUMbIX peuenul, 00pa308aHHoU Ha ouazpamme
Dilnepa-Benna 6 6ude nepeceuenus @QYHKYuii noucka HeucnpasHocmeu u 000CHOBAHUS MEmMOOOM
MAKCUMATLHO20 INIEMEHMA ONMUMATLHO20 PEUIEHUS NO YCIMPAHEHUIO BbIABNIEHHbIX HEUCHPAGHOCMEN.

Peanusayus memooa no3zeonsem pewums CIOHCHYIO MHOLORAPAMEMPUYECKVIO ONMUMUSAYUOHHYIO
3a0auy noucka u ycmpaweHus Heucnpagnocmeu 6 ciodcHvix PO Oaunoi npedmemuou obracmu u
obocrnosams mpedosanus k 0onuxy HOC npu pazpabomke mexHuuecko2o 3a0anus Ha ee pa3padomkKy.

Kniouesvie cnosa: paouosnexmpounviii  06vekm,  UHGOPMaAYUOHHO-00YUAIOWAS — CUCEMA;
HeucnpasHocmbv, ONMKAa3svl pa@uoaﬂekmpOHHOIZ annapamypbsl, noxKazameb 3d)¢e’<mu6Hocmu,’ anaius,
CUHmes, KpUmepull, 3a0a4a NOUCKA u YCmpaHeHus HeuchpasHocmetl;, MOOeJlb, MemoouKd.
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BASIC PROVISIONS OF THE METHOD OF SYNTHESIS OF INFORMATION
AND TRAINING SYSTEMS FOR TROUBLESHOOTING IN RADIO ELECTRONIC OBJECTS

The main provisions of the method of synthesis of information and training systems for troubleshooting and
elimination of malfunctions in complex radio-electronic objects of various functional purposes are given. The
formalization of the task of synthesizing such systems and tasks of decision-making in terms of the likelihood of students
completing a given number of educational tasks for finding and eliminating malfunctions on the elements of radio-
electronic objects for the directive time is performed. The method is based on the use of graph theory, dynamic
programming methods, branches and boundaries to substantiate the optimal (shortest) troubleshooting path by
representing the elements of the REO structure in the ITS in the form of graph vertices and connections (in the form of
arcs) between them, identifying those inherent in this level. or other malfunctions. Information about faults in the ITS is
formed on the basis of analysis, justification and optimization of troubleshooting functions using built-in diagnostic
control points, formed by a set of diagnostic tools built into the hardware and additional diagnostic control (dialogue)
points, decisions on faults in which are made in a semi-automatic mode or manually trained using general purpose test
equipment. The search for the optimal solution is carried out on the basis of the formation of the region of feasible
solutions formed on the Euler-Venn diagram in the form of the intersection of the troubleshooting functions and
justification by the maximum element method of the optimal solution to eliminate the identified faults.

The implementation of the method makes it possible to solve a complex multi-parameter optimization problem
of troubleshooting in complex REO of a given subject area and to substantiate the requirements for the appearance of
an ITS when developing a technical task for its development.

Keywords: radio-electronic object; information-training system; malfunction; failures of radio-electronic
equipment; efficiency indicator; analysis; synthesis; criterion; problem of troubleshooting; model; technique.

BIBLIOGRAPHY (TRANSLITERATED)

1. Mistrov L.E., Belocerkovskij O.A. Tehnologicheskaja shema sinteza informacionno-obuchajushhih
sistem poiska neispravnostej. — Naukoemkie tehnologii, 2018. — Ne 5. — S. 24-36.

2. Mistrov L.E., Belocerkovskij O.A. Model' formirovanija variantov reshenij v informacionno-
obuchajushhih sistemah po poisku neispravnostej v slozhnyh radiojelektronnyh ob#ektah. — Naukojomkie
tehnologii, 2018. — Ne 2. — S. 28-35.

3. Mistrov L.E., Belocerkovskij O.A. Prinjatie reshenij v zadachah optimal'nogo proektirovanija
informacionnyh sistem. — Pribory i sistemy. Upravlenie. Kontrol'. Diagnostika, 2017. — Ne 9. — S. 30-37.

4. Mistrov L.E., Belocerkovskij O.A., Savrasova L.N. Metod oboshovanija sposobov primenenija
informacionno-obuchajushhih sistem. — Uspehi sovremennoj radiojelektroniki, 2018. — Ne 8. — S. 20-26.

5. Mistrov L.E., Belocerkovskij O.A. Osnovy sinteza informacionno-obuchajushhih sistem poiska i
ustranenija neispravnostej v radiojelektronnyh ob#ektah. — Informacionno-jekonomicheskie aspekty
standartizacii i tehnicheskogo regulirovanija, 2020. — Ne 2(54). — S. 16-24.

Ne5(127)2021




Hay4Ho-mexHu4Yeckull XypHan

YIK 654.172
H.A. TJTIMHK1H

MPUHIAIILI MEJKOIIEPATOPCKOI'O B3AMMOJIENCTBUS 11O PA3PABOTKE
M BBIITIOJTHEHUIO SLA-COTI'JIAIIEHUM O MEPEHOCE MAKETHOI'O TPA®UKA

Cmambsa nOC8AWEHA PACCMOMPEHUIO NPUHYUNOE B3AUMOOCCMEUss U MUN08o20 6ApUAHMA
coenawienus 06 ypoeHe Yciye nepeHoca mpaguxa mexicoy Ccemsamu Onepamopa cemu cesasu o0oue2o
NOMb306AHUS OUHOU Cemu INeKMPOCEA3U U Cembio nposatioepa. Imo 8adCHLIL KOMNOHEHM COBMECHHO20
@yHKYyUOHUpOBAaNUA, onpedenAlowull 8 UMo2e KA4ecmeo NpeodOCMmAasIsAembiX — YCaye  KOHEUHOMY
noavzosamento. Aemop paccmompen cooepicanue Yciyeu nepeHocd NaxKemuo2o mpaguka, noxazamenu
Kavecmea — (YHKYUOHUPOBAHUSL cemell oOnepamopa U nposatioepa, mpeboanus No  Kayecmsy
npedocmasgierus yciye u Nopsao0oK MOHUMOPUHEA UX KaYyecmad.

Knrouesvie cnosa: ycnyeu cessu, xauecmeo, mpebosanus k kawecmsy ycaye; SLA-Service Level
Agreement; nepernoc mpaguka; mpanzumnas cems,; cenmv OOCMyna.
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PRINCIPLES OF INTER-OPERATOR INTERACTION IN DEVELOPMENT
AND IMPLEMENTATION OF SLA AGREEMENTS ON THE TRANSFER OF BUNDLED TRAFFIC

The article is devoted to the consideration of the principles of interaction and a typical version of an
agreement on the level of services for transferring traffic between the networks of a public communications network
operator of a single telecommunication network and a provider's network. This is an important component of joint
operation, which ultimately determines the quality of services provided to the end user. The author considered the
content of the packet traffic transfer service, indicators of the quality of the operator's and provider's networks, the
requirements for the quality of the provision of services and the procedure for their monitoring.
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YK 681.5.08
T.A. MAHCVYPOB, B.E. MAPJIEH, C.10. COKJIAKOBA
MOHHUTOPHUHI YCTPOUCTB IO TEXHOJOT'MA SNMP, HAXOJAIIUXCS B CETH

Ha ceco0nsawnuii 0enb MOHUMOPUHE U KOHMPOJIb CEMEBLIX YCMPOUCME ABNAMCA O4eHb AKIMYATbHOU
3a0auetl. OcobeHno 3mo akmyanvHo 07 cemetl ynpasienus osudxicenuem mpancnopma. Ooun uz cnoco6os
MAK020 MOHUMOPUHeA — UCNOAb308aHUue npomoxoaa SNMP, xomopulil Ovin paspaboman ¢ yeivio NPoGepKu
@yHKyuonuposanus cemegvlx ycmpoticme. Ilpu nomowu O0aAHHO20 HPOMOKONA MOJNCHO NOLYYUMND
MHOJCECMBO PA3IUYHBIX OAHHBIX C Onpauusaemozo obopyooganus. OH 1e20K 8 UCNOIb308AHUU U €20
n000ePAUCUBAIOM OOTBLULUHCINGO NONYISAPHLIX SA3bIKOE NPOSPAMMUPOSANUS, YMO NO36015em 0e3 0Oonbuux
mpyoosampam u QUHAHCOBBIX GIIONCEHUL peanu308amsv cucmemy MmoHumopunea. Cyuwecmeyem MHO20
npocpamm, KOmopwvie NoMo2arom ciedums 3d CemesbiMU YCMpPOoUCmMedamu, HO OHU He UMEIOM 803MONCHOCTNU
XpaueHus Oauuvix. Taxum 006pA30oM, MOICHO Peanu308amv NpocpamMMy, KOmMopas Oyoem ux COXpausimby,
AHAU3UPOBAMb U YEEOOMIAMb O HENPABOMEPHBIX OELICTNEUAX NOIb308AMENEl.

Knrouegswvie cnosa: npocmotl npomokon cemegoeo ynpasnenus, SNMP; monumopune ycmpoucme;
noayyenue uHgopmayuu ¢ yCmpoucms.
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MONITORING OF DEVICES ON THE NETWORK USING SNMP TECHNOLOGY

Today, monitoring and control of network devices is a very urgent task. This is especially true for traffic
control networks. One way to do this is to use SNMP, which is designed to test network devices. With the help of this
protocol, you can get many different data from the polled equipment, it is easy to use and it is supported by most of the
popular programming languages, which allows you to implement a monitoring system without great labor costs and
financial investments. There are many programs that can help you keep an eye on your network devices, but they do not
have data storage capabilities. Thus, you can implement a program that will save them, analyze and notify users about
illegal actions.

Keywords: Simple Network Management Protocol; SNMP; device monitoring; receiving information from
devices.
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YAK 621.391.1
O.I'. CEHMH

_ OCHOBbI HOBBIITEHUSA
IIOMEXOYCTOUYUBOCTHU PAJUOJIMHUHN YITPABJIEHUA BIIVIA

B cmamve paccmompernvl 0CHO8bI NOBbLUEHUA NOMEXOYCMOUYUBOCTNU PAOUOIUHUL YAPABIEHUS
BIIJIA. B npoyecce uccnedosanus 0003HAYEHbl 0CODEHHOCTU Obecneyenus NOMexoyCmouuugocmu 6
3a6UCUMOCIIU O THUNA UCHOTB3YeMO20 pedicuma ynpasnenus. Taxoce 6vldeneHvl npeumyujecmea
asmomamuyueckozo ynpasinenus bBIIJIA. OmoenvHoe 6HUMAHUE YOENeHO BO3MONCHOCMAM U NPUHUUNY
pabomvl  MANCOpUMapHo20 Koouposanus cuenara. Kpome moeo, oboznauena moodenv 0as pacuema
6EPOSIMHOCU OWUOKU.

Knroueeswie cnosa: bIIJIA; ynpasnenue; kanan; sawuma, nomexa.
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BASICS OF INCREASING THE IMMUNITY OF A RADIO CONTROL OF A UAV

The article discusses the basics of increasing the noise immunity of the UAV control radio link. In the course of
the study, the features of ensuring noise immunity are indicated depending on the type of control mode used. The
advantages of automatic control of UAVs are also considered. Special attention is paid to the possibilities and principle
of operation of the majority signal coding. In addition, a model for calculating the probability of error is indicated.

Keywords: UAV; control; channel; protection; interference.
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HHDPOPMALIHOHHAA BE3OIIACHOCTD U 3ALLIUTA HHDPOPMALIUHA
YK 004.056

A.C. AHUCHUMOB, A.1. KO3AYOK

IKCIIEPUMEHTAJIBHAS ONEHKA 9@PEKTUBHOCTH
AJI'OPUTMA OBHAPYKEHUS KPUIITOT'PAOUYECKHAX KOHTEWHEPOB
B OIIEPALIMOHHBIX CUCTEMAX CEMEHNCTBA LINUX

B cmamve paccmompen 6onpoc oyeHku mMOYHOCMU UOEHMUPUKAYUU KPUNMOpapuueckux
KOHMEUHepos 8 Onepayuonioll cucmeme cemeticmea Linux.

Lna peanuzayuu nocmagieHHoOU yeau 6 pamkax pabomvl NPoeeoeH aHaAIU3 NPUYUH UCHONb306AHUS
Kpunmoepaguueckux KOHMeUHepos Oas 3auumbl OAHHGIX, a makdce cpedcms no  CO30AHUIO
Kpunmokonmelinepos. IIpeonazaemcsa nooxo0 K OOHApysjiceHulo Kpunmozpaguueckux KOHMeUHepos 6
Gaiinosoti cucmeme OC LINUX, 0CHOGaHHbIL HA UCHONBL308AHUU MEMOO08 MAWUHHO20 00yueHus. s
peanuzayuu 0aHHO20 N00X00d pa3paboman NPOSPAMMHBIL HPOOYKM OCYWECMEIAIWUL dopmuposarue
Habopa OaHHBIX NO ONpeOdeNeHHbIM OMAUYUMENbHLIM NPUSHAKAM, OYEHKY U 0OyYeHue Mooeiu MAuUHHO20
00yuenus, NpocHO3Uposanue pe3yIbmamos awanusa oauHwix. IIposedena oyenxa ¢ghgexmusrnocmu
paspabomannoco  aneopumma, — COelaHbl  6blGO0bL O HOGbIUMEHUU  MOYHOCMU — UOeHmupurxayuu
Kpunmozpaguueckux KOHmenepos, o CPAGHEHUIO C AlbMePHAMUBHIMU NPOSPAMMHBIMU CPEOCMBAMU.

Pesynemamuvl  ucciedosanus — moeym — NpUMEHAMbCA — NPU  PACCIe008AHUU  UHYUOEHMOB
uHgopMayuoHHol 6e30nacHoCcmu.

Knroueewie cuoea: KPUNMoOKOHMelHep, cueHamypa, SHMPONUsL; ncegooCayHaiHas
NOCAe008aMENbHOCHb, HADOP OAHHBIX, MAWUHHOE 0DYYeHUe.
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EXPERIMENTAL ESTIMATION OF EFFICIENCY ALGORITHM
FOR DETECTING CRYPTOGRAPHIC CONTAINERS IN THE OPERATING SYSTEMS
OF THE LINUX FAMILY

The article discusses the issue of improving the accuracy of identification of cryptographic containers in the
Linux operating system.

To achieve this goal within the framework of the diploma paper there has been made the analysis of reasons
for using cryptographic containers to data protection, as well as tools to create cryptographic containers. In this paper
the approach of providing detecting cryptographic containers in the file system Linux operating system, which is based
on use machine learning methods. To realize this approach software have been developed, which the creating a dataset
for certain distinctive features, evaluation and training machine learning model, predicting data analysis results. The
efficiency of the developed algorithm is evaluated, and conclusions are drawn about a significant improvement in the
accuracy of identification of cryptographic containers, in comparison with alternative software tools.

The results of the study can be used in the investigation of information security incidents.

Keywords: cryptocontainer; signature; entropy; pseudorandom sequence; dataset; machine learning.
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VJIK 4.007
P.I0. KAJIAIIIHUKOB, M.IO. PLITOB

MOJEJIMPOBAHUE ATAK TUIIA «OTKA3 B OBCJIY KUBAHHUN»
B NIPOIT'PAMMHO-KOH®UTI'YPUPYEMBbIX CETAX

Konyenyus  npocpammmo-xonueypupyemvix  cemeii  (SDN)  cmpemumenvno  Habupaem
NONYNAPHOCMb 6 YNPAsIeHUU cemegoli UHPPACmMpyKmypol yeHmpos obpabomku OAHHLIX U ONepamopos
ceasu. K ee kmouesbim YHKYUAM OMHOCAMCSA MOHUMOPUHE, 2ubKoe ynpasienue u macumadupyemocms. Ho
emecme ¢ mem, yenmpanuzosannoe ynpasnenue SDN Oenaem e2o yazeumvim 07 pa3iutuHblx Munog amax,
maxux kax cny@une u omxas 6 oocayaxcusanuu (DosS).

Hns moeo, umobvl oyeHumsb aKmyaibHOCMb Y2po3bl amax Muna «OmKdaz 6 OOCIYHCUBAHUUY 6
NPOCPAMMHO-KOHDUSYPUPYEMBIX CEMAX, NPOU3BE0eH0 Modenuposanue cyenapued amaxu ¢ noomerou MAC
u IP-aopecos, a makoice nopma ucmounuxa. Pe3yismamel Mooeruposanus NOKA3bleaiom, 4mo éce mpu euod
PACCMOMPEHNbIX amaK Muna «OMKa3 8 OOCIYHCUBAHUUY» MO2YM OKA3bl8AMb 3HAYUMENbHOE He2amueHoe
BNUAHUE HA KOMMYMAMOPYbl, KAHAT YNPAGIEHUs. U KOHMPOJLIEP NPOSPAMMHO-KOHDUYPUPYeMOll cemil.

Kniouegvle cnosa: cemesas 0Oe3onacHocmv,  OMKA3 8  OOCHYHCUBAHUU,  NPOSPAMMHO-
KOH@Ueypupyembvle cemu.
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SIMULATION OF DENIAL OF SERVICE ATTACKS IN SOFTWARE-CONFIGURABLE NETWORKS

The concept of Software Defined Networking (SDN) is rapidly gaining popularity in the management of the
network infrastructure of data centers and telecom operators. Its key features include monitoring, flexible management
and scalability. But at the same time, the centralized management of SDN makes it vulnerable to various types of
attacks, such as spoofing and denial of service (DoS).

In order to assess the relevance of the threat of denial of service attacks in software-defined networks, the
article presents the current attack vectors and simulates attack scenarios with spoofing MAC and IP addresses, as well
as the source port. Simulation results show that all three types of denial-of-service attacks considered can have a
significant negative impact on switches, control channel, and SDN controller.

Keywords: network security; denial of service; software defined networks.
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YK 621.3
B.I'. TUCNYKWH

K BOITPOCY O MOJAEJIMPOBAHMMU LLTYMOB,
CONMPOBOXKJAIOIIUX IMMPOIECC NOJYYEHUA HUP®POBOI'O U30OBPAKEHUA

Cmambusa noceéauena uccied008aHusM 8 00aaACmuU CMPYKMYPHO20 CMe20aHanu3d, OCHOBAHHO20 HA
UCNOTL306AHUL CIAMUCIMUYECKUX CBOUCME CMEJICHbIX 2pYnn nukceiel yupposoeo uzobpadicenus 07
0OHAPYIICEHUSL CKPLIMBIX COOOWeHUU. BbinoiHenbl aHaiumuyecKue uccie0o8anuus npoyeccos, CeA3aHHbIX C
nosigeHuemM OONOTHUMENbHBIX UWYMOBbIX COCMAGIAIOWUX @ CUSHALE, BO3HUKAIOWUX NPU (DOopMUposanuu
YUPPo6020 U30OPAdICEHUSI C NOMOWBIO COBPEMEHHBIX YUPPOsbIX 0amuuko8. OnpedeneHvl 03MOAICHbIE NYMU
UCTIONL308AHUSL IMUX ULYMO8 OJIsL PEATUAYUU CTNE2AHOSPADUYECKUX ANCOPUMMOS.

Knioueevie cnosa: yugpposoti oamuux; obpabomxa uzoopadceHull, cmecoanais.
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TO A QUESTION ON THE NOISE MODELLING
THE DIGITAL IMAGE PROCESS OF RECEPTION ACCOMPANYING

The article is devoted to researches in the field of structural steganalysis, based on use of the digital image
pixels adjacent groups statistical properties for detection of the latent messages. Analytical researches of the processes
connected with occurrence of additional noise components in a signal, arising at formation of the digital image by
means of modern digital gauges are executed. Possible ways of these noise use for realisation steganografic algorithms

are defined.

Keywords: digital gauge; processing of images; steganalysis.
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TPEBOBAHUA
K 0(hOPMJICHHIO CTAThH VISl Oy0JIMKOBAHHS B ’KypHaJle
«HdopManOHHbIEC CHCTEMBbI U TEXHOJIOTHID)

OBIIME TPEBOBAHMUS

O0bveM MaTepuana, TpeaIaracMoro K MyOJHKaIlMd, W3MEPSETCs] CTPAaHWIAMH TEKCTa Ha JIUCTax
dpopmata A4 u comepxur oT 4 10 9 CTpaHHMI;, BCE CTPAHUIBI PYKOMHCU JOJDKHBI UMETh CIUIOIIHYIO
HyMEpaLuio.

B oaHoM cOopHHKE MOXET OBbITh OIMyOJMKOBaHA TONBKO OJAHA CTaThs OMHOIO aBTOPA, BKIIOYAsS
COaBTOPCTBO.

AHHOTanMu BceX MyOJIMKYEeMBIX MaTEpUAIOB, KIIOYEBBIC CIIOBa, HH(OpMAaIs 00 aBTOpax, CITUCKU
JUTEPATyphl OYAYyT HAXOJUTHCS B CBOOOJHOM JOCTYIC Ha CaiiTe COOTBETCTBYIOIIETO JKypHAJla M Ha caiire
Poccwiickoit HaywyHOI nexTpoHHON 6nbmmoTexn — PYHOb (Poccuiickuii nHAEKC HAyIHOTO AUTUPOBAHUS).

[lomMuMO cTaThu aBTOPBI JIOJDKHBI TPEACTABUTH 3aKJIIOUEHHUE O BO3MOXKHOCTH OTKPBITOTO
OIyOJIUKOBAHUS CTATHU.

TPEBOBAHMS K COJAEPKAHUIO HAYUYHOM CTATBA

HayuHnast craThs, npenocTaBisieMas B JKypHaJbl, JOJDKHA HMETh CJCIyIOIIUE 00s3aTelbHbIe
DJIEMEHTEHL:

— TIOCTaHOBKa MPOOJIEMBI WIIH 33a]]a4X B OOIIEM BUJIE;

— aHaJM3 JOCTHXKCHHUIA M MyONHMKAIMK, B KOTOPBIX MpeIaraeTcsl pelieHue JaHHOW MPOOJIeMbl WK
3a]]a4u, Ha KOTOPBIC OMIUPAETCS aBTOP, BBIJICIICHHUE HAYYHOW HOBU3HBL;

— HCCIIEIOBATENbLCKAs YaCTh,

— 00OCHOBaHME MOJYYCHHBIX PE3YJIbTATOR,;

— BBIBOJbBI IIO )Z[aHHOMy HCCIICAOBAHUK U HCpCHeKTI/IBbI IlaJ'[I)HCI\/'IHICI‘O pa?)BI/ITI/IS[ JAHHOT'O
HaIpaBJICHUS;

— Oubnuorpadusi.

TPEBOBAHHUSA K O®OPMJIEHUIO HAYYHOM CTAThH

Cratbss nomkHa ObiTh HaOpana wmpudrom Times New Roman, pasmep 12 pt ¢ oauHapHBIM
WHTEPBAJIOM, TEKCT BBIPABHUBAETCS 10 IIUPUHE; a0d3auHblid orcTyn — 1,25 oM, npaBoe moie — 2 cM, JieBoe
roJie — 2 CM, TI0JIsS BHU3Y U BBEPXY — 2 CM.

Oobs13aTesbHBIE )1eMEHTHI:

- YIK

— 3arJjiaBue (Ha pycCKOM M aHIJIMIICKOM SI3bIKAX)

— aHHOTauus (HA PyCCKOM U AHIVIMICKOM SI3bIKAX)

— KJIIOYeBble CJIOBA (HAa PyCCKOM M aHIJIMICKOM SI3bIKAX)

CIUCOK JINTePATYPhl, HA KOTOPYIO aBTOP CCBHUIAETCS B TEKCTE CTATHH.

TABHI/ILILI PUCYHKH, ®OPMVYJIbI

Bce Tabnuibl, pUCYHKH W OCHOBHBIE (DOPMYIJIBI, TPHBEJCHHBIE B TEKCTE CTaThU, JOJKHBI OBITh
MPOHYMEPOBaHBI.

®dopmyasl crienyeT HabupaTh B pegakrope hopmyn Microsoft Equation 3.0 ¢ pasmepamu: oObIuHbII
mwpudt — 12 pt, kpynusiii uagexkc — 10 pt , menkuil uHgexkc — 8 pt. MopmyJibl, BHeAPEHHbIE KakK
u3o0pakeHne, He jgomyckawtcsa! Pycckue u  rpedeckne OykBbI, a Takke 0003HAYCHHUS
TPUTOHOMETPUYECKUX (PYHKUUI HAOUPatOTCs MPSIMBIM MIPUPTOM, JTATHHCKHE OYKBBI — KYPCUBOM.

Pucynku u qpyrue wUIIOCTpanuu (YepTeskH, Tpaduku, CXeMbl, JUarpaMMbl, POTOCHUMKH) CIEIyeT
pacroyaraTh HEMOCPEJCTBEHHO TOCJIE TEKCTa, B KOTOPOM OHU YINOMHHAIOTCSl BIEpPBbIC. PUCYHKH, YHCIIO
KOTOPBIX JIOJDKHO OBITH JIOTHUECKH OTPaBJIaHHBIM, MPEICTABISIOTCS B BUJIE OT/ACIBHBIX (ailiioB B Gpopmate
*.eps (Encapsulated PostScript) nim TIF pazmepom me menee 300 dpi.

CBEJEHUSA OB ABTOPAX
B xoH1ie crateu npuBozsitcs Habpanubie 10 pt cBenenns 06 aBTOpax B TaKOW MOCIE0OBATEILHOCTH:
(dbamuust, UM, OTYECTBO (HONYKUPHBIHA IWPHT); yUpeKICHHE UM OPraHU3alus, yueHas CTEleHb, YUeHOe
3BaHUe, JOJDKHOCTb, aJipec, TesneoH, 3JeKTpoHHas noura (0ObuHbIN mpudT). CBeneHus 00 aBTOpax TaKKe
HPEIOCTABISAIOTCS OTACIBHBIM (DaiiIoM U 00sI3aTENIBHO JyOIUPYIOTCS HAa aHTTTMHCKOM S3bIKE.
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